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SIBER GUVENLIK ve UZAKTAN CALISMA
CYBER SECURITY AND THE REMOTE WORKFORCE

Polathan KUSBECI
ORCID: 0000-0002-4858-3853

OZET

Son yillarda Siber Gilivenlik yaygin olarak kullanilan bir kavram olup giiniimiizde teknoloji temelli
hayatimizin en kritik yoniinii temsil etmektedir. Nesnelerin interneti (IoT), djital ikiz, biiyiik veri, 5G ve bulut
bilisim gibi dordiincii sanayi devrimine dnciililk eden temel teknolojiler caginda siber glivenlik oldukg¢a yaygin
hale geldi. Internet ve bilgisayar aglarinda hizli bigimde yasanmakta olan gelisim ve degisim ile birlikte
bireyler, toplumlar, kurumlar ve devletler birbirleriyle olan iligkilerini dijital platformlar iizerinden daha hizli
bicimde gergeklestirebilmektedir. Teknolojide yasanan bu gelisme dijital sanayi devriminin ytikselisinde
onemli rol oynamakla beraber siber giivenligin kullanilmasini 6n plana ¢ikarmigtir. Son zamanlarda, birgok
0zel kurulus ve devlet kurulusu kablosuz iletisim teknolojilerindeki aciklarin tehlikesiyle beraber siber saldiri
sorunu ile yiizlesebilmektedir. Dijital doniisiim ile birlikte fiziksel giivenligin yerini giiniimiizde artik dijital
glivenlik almistir. Siber gilivenlik, bilgi giivenligi acisindan hayati bir éneme sahip olup bilgisayarlarin,
yazilimlarin ve verilerin gizliliginin biitiinliigiinii ve kullanilabilirligini olasi dijital tehditlerden korunmasinda
onemli rol oynamaktadir. Internetin gelisimi ve yayginlasmasi ile birlikte islemlerimizi ¢evrimigci olarak dijital
platformlarda gerceklestirebilme imkani elde etmekteyiz. Artik her giin birbirimizi gérmedigimiz hibrit veya
tamamen uzaktan ¢aligma ortamlarinda bulunmaktayiz. Bu gelismeler kurum c¢alisanlarin1 evden (uzaktan)
calismaya yonlendirdi; evden g¢alisma yayginlasarak olagan hale gelmistir. Uzaktan erisim saglayarak
faaliyetlerin siirdiiriilebilmesi hem zaman hem de maliyet acisindan isletmelere biiyiik bir kazang
saglamaktadir. Teknolojinin avantajlarinin yaninda dezavantajlarinin da bulunacagi unutulmamalidir. Siber
saldirilar, bilgi giivenligine yonelik potansiyel bir tehdidi temsil etmektedir. Bu dezavantajlari dnceden tespit
ederek onlem alabilen kurum veya kuruluslar basariy1 yakalayabilmektedir. Dolayisiyla siber saldirilara kars1
giivenligin saglanmasi, bu dijital diinyada hem bireysel hem de kurumsal agidan 6nemli hale gelmektedir.
Anahtar Kelimeler: Siber giivenlik, uzaktan c¢alisma, biiyiik veri, nesnelerin interneti, 5 G, bulut bilisim

ABSTRACT

Cyber Security is a widely used concept in recent years and it represents the most critical aspect of our
technology-based life today. Cybersecurity has become rampant in the era of key technologies leading to the
fourth industrial revolution, such as the Internet of Things (loT), digital twin, big data, 5G, and cloud
computing. With the rapid development and change in the internet and computer networks, individuals,
societies, institutions, and states can realize their relations with each other more quickly through digital
platforms. Although this development in technology plays an important role in the rise of the digital industrial
revolution, it has brought the use of cyber security to the fore. Recently, many private and government
organizations have faced the problem of cyber attacks with the danger of vulnerabilities in wireless
communication technologies. With the digital transformation, physical security has now been replaced by
digital security. Cyber security is of vital importance in terms of information security and plays an important
role in protecting the confidentiality, integrity, and availability of computers, software, and data from possible
digital threats. With the development and spread of the Internet, we have the opportunity to perform our
transactions online on digital platforms. We are now in hybrid or remote work environments where we don't
see each other every day. These developments led the employees of the institution to work from home
(remote); Working from home has become common and commonplace. Maintaining activities by providing
remote access provides a great benefit to businesses in terms of both time and cost. It should not be forgotten
that technology has advantages as well as disadvantages. Cyber attacks represent a potential threat to
information security. Institutions or organizations that can detect these disadvantages in advance and take
precautions can achieve success. Therefore, providing security against cyber attacks becomes important both
individually and institutionally in this digital world.
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