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ISLETMELERDE BEYAZ SAPKALI HACKERLARIN ONEMI

) ) Polathan KUSBECI
Dr. Ogretim Uyesi, Cappadocia University, Management Information Systems,
ORCID: 0000-0002-4858-3853

Giliniimiiziin dijital diinyasinda internet kullaniminin hizla yayginlagmasi siber tehditler ve etik olmayan
davranislarla ilgili sorunlart da beraberinde getirmektedir. Giinliik yasantimizda hemen hemen tiim islemlerimizi
dijital platformlar iizerinden g¢evrimi¢i olarak eriserek daha hizli bicimde gercgeklestirebilmekteyiz. Bilisim
sistemlerinde yasanan degisim ve gelisim ile birlikte bilgi dijital platformda her gecen giin katlanarak artig
gostermektedir. Bilgi bir organizasyonun en 6nemli varliklarindan birini temsil etmekte olup dijital giivenligin
hem bireysel hem de kurumsal agidan saglanmasinda 6nemli hale gelmektedir. Enerji, haberlesme, ulasim, saglik
gibi alanlarda faaliyet gosteren 6zel kurumlarin ve kamu kurumlarinin dahil oldugu sektorler zaman zaman siber
saldirilara maruz kalabilmektedir. Bu nedenle gelismekte olan internet diinyasinda bilgisayar giivenligi,
isletmeler ve hiikiimetler i¢in en acil endise kaynagidir. Bilgisayar korsanligt hem etik hem de etik olmayan
amaglar icin kullanilabilecek herhangi bir alandaki uzmanlik olarak karsimiza g¢ikmaktadir. Siber diinyada
giivenlik saldirilarinda yasanan durumlar sistemler iizerinde birgok problemin ortaya ¢ikarabilmektedir. Dijital
platformlar1 bazilar1 yasal bigimde kullanirken, bazilar1 ise sahibinin bilgisi olmadan web sitelerinden veya veri
tabanlarindan veri ¢almak veya silmek, sistemi kesintiye ugratmak veya zorla karsi taraftan fidye almak icin
kullanabilmektedir. Beyaz sapkali hackerlar olarak da bilinen etik hackerlar disaridan gelen saldirilara karsi
koruma saglamakta olup giivenlik sistemlerindeki agiklar1 bulmay1 ve kesfetmeyi amaglamaktadir. Beyaz sapkali
hackerlar sisteme yapilacak saldirilar1 6nleyerek website, ag, e-mail, sifre ve bilgisayar hacklenmesinde 6nemli
bir kalkan gorevi tistlenebilmektedir. Dolayisiyla etik hackerlar iyi amagl faaliyet gosteren hackerlar olarak yasal
glivenligi saglamaktadir. Bu nedenle, kurumlarda siber giivenliin saglanmasi i¢in siber saldirilarin 6nlenerek

miicadele edilmesinde etik bilgisayar korsanlig1 yaklasiminin uygulanmasi son derece 6nemli hale gelmistir.
Anahtar Kelimeler: Siber Giivenlik, Beyaz Sapkali Hacker, Bilisim Sistemleri
THE IMPORTANCE OF WHITE-HAT HACKERS IN BUSINESSES

The rapid spread of internet use in today's digital world brings with it problems related to cyber threats and
unethical behavior. In our daily life, we can perform almost all our transactions more quickly by accessing them
online via digital platforms. With the change and development in information systems, information is increasing
exponentially every day on the digital platform. The information represents one of the most important assets of
an organization and becomes important in providing digital security both individually and institutionally. Sectors
including private and public institutions operating in fields such as energy, communication, transportation, and

health may be exposed to cyber-attacks from time to time. This is why computer security in the developing
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internet world is the most pressing concern for businesses and governments. Hacking is an expertise in any field
that can be used for both ethical and unethical purposes. Situations experienced in security attacks in the cyber
world can cause many problems in systems. While some use digital platforms legally, others can use them to
steal or delete data from websites or databases, disrupt the system or take ransom by force without the owner's
knowledge. Ethical hackers, also known as white hat hackers, protect against external attacks and aim to find and
discover vulnerabilities in security systems. White hat hackers can act as an important shield in website, network,
e-mail, password, and computer hacking by preventing attacks on the system. Therefore, ethical hackers provide
legal security as hackers operating with good intentions. For this reason, it has become extremely important to
apply an ethical hacking approach in preventing and combating cyber-attacks to ensure cyber security in
institutions.

Keywords: Cyber Security, White Hat Hacker, Information Systems
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