Iran Journal of Computer Science (2025) 8:2345-2355
https://doi.org/10.1007/s42044-025-00318-9

RESEARCH

f')

Check for
updates

SO-ITS: a secure offloading scheme for intelligent transportation

systems in federated fog-cloud

Yashar Salami’

Received: 9 May 2025 / Accepted: 6 August 2025 / Published online: 13 August 2025
© The Author(s), under exclusive licence to Springer Nature Switzerland AG 2025

Abstract

Intelligent driving technologies have significantly reduced traffic congestion and road accidents, enhancing overall safety by
enabling vehicles to communicate with their surroundings, thus keeping drivers informed of traffic conditions and critical
events. Adequate data security demands mutual authentication for secure exchanges and robust offloading procedures to
guard against potential attacks. This paper presents the SO-ITS scheme, tailored for safe data offloading in intelligent driving
systems. The scheme’s robustness is validated using the AVISPA tool, confirming its resilience to known threats. Comparative
analysis with existing schemes assesses communication overhead, computational cost, and bit complexity. At the same time,
performance is evaluated through NS-3 simulations, measuring PDR, throughput, and EDD across various scenarios. Results
demonstrate that the SO-ITS scheme provides strong security, low communication overhead, and moderate computational
complexity, establishing it as a promising solution for secure intelligent transportation systems.
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1 Introduction

Today, the rapid evolution of cities into innovative urban
ecosystems places vehicles at the heart of this transforma-
tion [1, 2]. Among the pillars of this development, intelligent
transportation systems stand out as a critical enabler, with
the Internet of Vehicles emerging as one of its most dynamic
and impactful domains [3] By leveraging internet connectiv-
ity, the IoV allows vehicles to interact with external entities,
such as infrastructure components, seamlessly [4], roadside
units [5, 6], mobile devices, applications, services, etc.) [7].
His connectivity supports various applications, including
dynamic routing, efficient parking management, enhanced
safety measures, and real-time positioning through GPS tech-
nologies. The strength of oV lies in its deep integration with
smart infrastructure, RSUs, and advanced sensor networks,
enabling a cohesive and intelligent transportation environ-
ment [8, 9]. Building upon this immutable trust management,
blockchain consensus mechanisms can facilitate secure key
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distribution and dynamic access control among IoV nodes
[10, 11].

However, as intelligent driving systems rely on continuous
data exchange, ensuring secure and trustworthy communi-
cation becomes essential. Before any information transfer
occurs, mutual authentication between senders and receivers
is crucial. Establishing secure authentication remains one of
the primary challenges in maintaining the safety, reliability,
secure offloading, and resilience of communication within
IoV ecosystems. Mun et al. [7] proposed an improved secure
anonymous authentication scheme for roaming services in
global mobility networks, utilizing symmetric encryption
and hashing. However, their scheme is susceptible to Rain-
bow table (RT) attacks. In contrast, Zhao et al. introduced a
more secure and efficient anonymous authentication scheme
for the same purpose [12]. In2014, a method relying on asym-
metric encryption and hashing was proposed, but it remains
vulnerable to RT attacks. Similarly, Mohitet al. [ 13] designed
an authentication protocol for a wireless sensor network-
based innovative vehicular system, which uses hashing but
is also susceptible to RT attacks. Ying et al.[14] In 2017,
an anonymous and lightweight authentication protocol for
secure vehicular networks was introduced. This approach
relies on asymmetric encryption and hashing techniques.
However, it remains susceptible to (RT) attacks. In 2019,
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Table 1 Comparison of related work

Works RT Attacks FogNode  Authentication  Secure offloading ~ Symmetric ~ Asymmetric ~ Smart driving  Intersection
[12] 0} A A A o A O O
[13] 0} A A O o o (6} 0}
[14] 0} A A (¢ A o (6} 0}
[24] 0} A A o A O (6} 0}
[15] 0} A A O o o (0} 0}
[16] A A A (¢ (¢} (¢} A 0}
[17] A A A A o o O O
[18] 0} A A O A O O O
[19] A A A O A o A 0}
[20] A A A o o A A 0}
[21] A A A O A O O O
[22] 0} A A (¢] o A A 0}
[23] A A A o o A A 0}
SO-ITS A A A A o A A A

A Supported, O not supported

Chen et al. [10] proposed a secure authentication protocol
for the Internet of Vehicles, utilizing symmetric encryp-
tion and hashing. However, it is susceptible to RT attacks.
Vasudev et al. introduced a lightweight mutual authenti-
cation protocol for V2V communication in the Internet of
Vehicles, addressing similar challenges [15]. However, in
2020, it was vulnerable to an RT attack. Salami et al. pub-
lished a paper in 2024, the Secure Offloading Scheme for
IoT-Based [16]. However, this scheme did not support smart
vehicles. In response, Yashar et al. proposed a model for
a secure data offloading approach tailored for the Internet
of Vehicles, yet this scheme also faced limitations in sup-
porting intelligent vehicles.[17]. Mun et al. [18] proposed
a scheme for secure anonymous authentication in roaming
services for global mobility networks. In 2020, Khajehvand
[19] proposed a secure mutual authentication scheme and key
exchange protocol in fog-based IoV (SMAK-IOV). However,
this scheme could not support secure offloading at inter-
sections, as it primarily focused on authentication and key
exchange without addressing the specific challenges of load
management in dynamic intersection environments. In 2023,
Zeinali et al. [20] introduced SAIFC, a secure authentication
scheme for IoV based on fog-cloud federation. Neverthe-
less, this scheme could not support secure offloading at
intersections, as it lacked mechanisms to handle the high
variability and real-time demands of intersection-based load
management. In 2021, Vahid et al. [21] presented CE-SKE,
a cost-effective secure key exchange scheme in fog fed-
eration for IoV. However, this scheme could not support
secure offloading at intersections, as its design prioritized
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cost efficiency and key exchange security over the com-
plexities of traffic-aware load distribution. In 2019, Wazid
et al. [22] Developed AKM-IoV, an authenticated key man-
agement protocol for fog computing-based oV deployment.
Despite its strengths, this scheme could not support secure
offloading at intersections, as it did not adequately address
the real-time load balancing requirements in such scenarios.
In 2024, [23] proposed LSMAK-IOV, a lightweight secure
mutual authentication and key exchange scheme in fog-based
IoV. However, this scheme could not support secure offload-
ing at intersections, as its lightweight design overlooked the
specific challenges of managing load in high-traffic inter-
section environments. However, this scheme could not fully
support secure offloading, as its primary focus was on authen-
tication security, and it lacked sufficient consideration for
network secure offloading Intersection challenges. Table 1
presents a comparison of related works.

1.1 Contribution paper

e This paper proposes a secure mutual authentication
scheme for secure data offloading in vehicle-to-vehicle
communications, enhancing the security of vehicular net-
works.

e The SO-ITS scheme utilizes asymmetric cryptography to
safeguard the confidentiality and integrity of exchanged
messages.

e Security analysis substantiates that the scheme is resilient
against known attacks prevalent in vehicular environ-
ments.
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Fig. 1 Network model

e The AVISPA tool is employed to validate the protocol’s
security, which is complemented by a comparative analysis
with existing schemes that assesses computational cost,
communication overhead, and bit complexity.

e Furthermore, the scheme is simulated using the NS3 net-
work simulator and evaluated through key performance
metrics across diverse scenarios, including PDR, through-
put, and EDD.

1.2 Organization paper

The remainder of this paper is organized as follows: Sect. 2
outlines the problem statement and the network model under-
pinning the SO-ITS. Section 3 outlines the design of the
SO-ITS authentication scheme. Section 4 provides a secu-
rity analysis along with the corresponding results. Section 5
presents a performance evaluation and compares the security
requirements of the proposed approach with those of existing
methods. Finally, Sect. 6 concludes the paper and discusses
potential directions for future research.

2 Network model and problem statement
This section elaborates on the network model and its fun-

damental assumptions, then defines the main problem and
its significance. Figure 1 illustrates the system architecture,

depicting the interactions among end devices, the fog layer,
and the cloud. In this framework, the cloud layer commu-
nicates with the fog layer and interacts with various end
devices. The end layer encompasses domains such as the
Internet of Sensors (IoS), the Internet of Energy (IoE), the
Internet of Vehicles (IoV), and machine-to-machine (M2M)
communications. End devices can exchange data directly or
offload intensive tasks to the fog layer when higher compu-
tational power is required. Data storage in the cloud ensures
efficient access and long-term preservation of information. A
key requirement for secure data transmission is the deploy-
ment of a robust authentication mechanism between the
source and the destination. In vehicle-to-vehicle commu-
nications, designing an authentication mechanism that can
withstand common security threats presents a significant
challenge. Considering that limited computational resources
constrain vehicles in the end layer, computation offloading
becomes inevitable; hence, there is a pressing need for a
secure offloading mechanism among vehicles. This paper
proposes and presents a secure method to address this chal-
lenge.

2.1 Assumptions

The SO-ITS network model is based on the following
assumptions:

e Perfect time synchronization is assumed among all vehi-
cles and RSUs (fog nodes).

e Mutual trust is established between the fog layer and the
cloud.

e Mutual authentication and trust exist between every pair
of fog nodes, including RSUs.

e The fog infrastructure is presumed secure and immune to
compromise.

e The cloud environment is assumed secure and free of vul-
nerabilities.

e RSUs are considered secure and fully reliable.

e Fog nodes, RSUs, and the cloud do not disclose any sen-
sitive data.

e All vehicles are pre-registered with the RSU, fog, and
cloud layers.

e Vehicles have no prior knowledge or trust relationships
with one another.

e The communication channel is insecure and vulnerable to
interception or tampering.

2.2 Adversarial model
The proposed network model is analyzed using the Dolev-

Yao adversary model, which allows the attacker to intercept,
modify, and inject messages between legitimate entities.
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Fig.2 Communication of cars at the intersection

This framework considers passive eavesdropping, aimed
at extracting sensitive information, and active attacks that
disrupt or manipulate communications. The security anal-
ysis evaluates the system’s resistance to common threats,
including impersonation, replay, and MITM. Both formal
methods and simulation-based tests are conducted under vari-
ous adversarial scenarios to validate the scheme’s robustness.

2.3 Problem statement

Intelligent driving technologies have significantly enhanced
road safety, resulting in a substantial reduction in traffic acci-
dents. Central to these systems is the ability of vehicles
to seamlessly exchange data with other vehicles and their
surrounding environment. Secure communication at inter-
sections, where precise and timely data sharing is critical
for safe driving decisions, is paramount, particularly con-
sidering the necessity of secure data offloading. To achieve
this, vehicles must first mutually authenticate to establish a
secure channel for communication and secure data offload-
ing at intersections. Figure 2 shows the vehicle-to-vehicle
communication process at an intersection.

However, authentication in intelligent driving systems
is susceptible to various threats, including replay attacks
[16] and man-in-the-middle attacks (MITM) [17], as well as
impersonation attacks and RT attacks [18]. Robust authen-
tication mechanisms are essential to secure vehicular com-
munication and data offloading at intersections, as they are
vulnerable to these vulnerabilities. While many existing
approaches rely on hash functions to minimize computa-
tional overhead, these functions are inherently susceptible
to RT attacks. In contrast, the authentication scheme SO-
ITS in this paper eliminates the use of hash functions. Our
approach significantly enhances security by addressing this
vulnerability, offering robust protection against RT attacks
and other prevalent threats in vehicular communication and
secure data offloading systems.
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Fig.3 SO-ITS scheme

Table 2 Show notations used in this SO-ITS

No Notations Description

1 Vehicles v

2 Public key puk

3 Private key pvk

4 IDA ID v(A)

5 IDB ID v(B)

6 IDS ID Fog Node

7 Kap puk of v (A)

8 Kbp puk of v (B)

9 Ksp puk of Fog Node

10 Pka Pvk of v(A)

11 Pkb Pvk of v(B)

12 Pks Pvk of Fog Node

13 KAB Session keys v(A) and v(B)
14 TA Timestamp of v (A)

15 TS Timestamp of fog node
16 AT Expiration time

3 SO-ITS

This section presents the SO-ITS scheme, as illustrated in
Fig. 3.

3.1 Notations

The list of Notations used in this SO-ITS is presented in
Table 2.
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3.2 Initialization and registration phase

As stipulated in Sect. 2, each vehicle is pre-registered with
the Roadside Unit (RSU), fog layer, and cloud. The Trusted
Third Party (TTP), embodied by the fog node, oversees the
management and storage of all public keys within the net-
work, ensuring secure and centralized data handling.

3.3 Login and authentication phase

LAT1: In the initial phase, entity A computes the authentica-
tion request as Ar = {TA, IDB} {K{sp}}, where TA denotes
the timestamp and IDB is the identifier of entity B. Sub-
sequently, A transmits Ar along with IDB and IDS to the
trusted third party (TTP), denoted as S. LA2: Upon recep-
tion, the TTP S decrypts Ar using its private key and verifies
the validity of the timestamp by ensuring TA < AT, where
AT represents the allowable time window. If the verification
succeeds, S prepares two encrypted messages: (i) it encrypts
{TS, IDB, K{bp}, K{AB}} using A’s public key and dis-
patches it to A (identified by IDA) and S itself as transaction
Trl; and (ii) it encrypts {TS, IDA, K{ap}, K{AB}} with B’s
public key and sends it to B (identified by IDB) and S as
transaction Tr2. LA3: Upon receiving Trl, entity A decrypts
it using its private key and authenticates the timestamp by
confirming TS < AT. Following successful validation, A
securely stores Kbp and KAB to establish a secure com-
munication channel with B.

LA4: Similarly, upon receiving Tr2, entity B decrypts the
message with its private key and verifies the timestamp con-
dition TS < AT. If the condition is valid, B stores Kap and
KAB to enable secure communication with A. Figure 4 shows
the flowchart of the SO-ITS design.

4 Security formal analysis

This section presents the security analysis of the SO-ITS
scheme using the AVISPA tool and discusses the corre-
sponding results. One widely adopted approach for security
verification is the formal analysis of authentication protocols.
The AVISPA. It is a powerful and practical tool designed for
this purpose. It enables the automated validation of secu-
rity properties in authentication protocols. [25, 26]. AVISPA
offers four distinct back-ends for comprehensive protocol
analysis: (i) the OFMC [27], which performs symbolic model
checking; (ii) the CL-ATSE [28], which uses constraint-
solving techniques for attack detection; (iii) the SATMC [29]
Which applies SAT-solving methods to protocol verification,
and (iv) the TA4SP [30] Which leverages tree automata tech-
niques for scalable analysis.

Start
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Fig. 4 Flowchart SO-ITS scheme

4.1 Analysis of simulation results

The robustness of the SO-ITS scheme against replay attacks,
MITM attacks, impersonation attacks, and other potential
threats has been evaluated using the OFMC and CL-AtSe ver-
ification tools, as detailed in Sect. 2. Figures 5 and 6 show the
simulation outcomes obtained from these tools. The results
from OFMC indicate that the verification process explored
two nodes with a search depth of 1 ply and completed within
0.10 s. Similarly, the CL-AtSe tool analyzed four distinct
states with a translation time of 0.04 s. These simulation out-
comes confirm that the SO-ITS scheme successfully passed
the security checks of OFMC and CL-AtSe, demonstrating
its resilience against the analyzed attack vectors.

5 Performance analysis

In this section, the performance of the SO-ITS scheme is
evaluated and compared against existing protocols presented
in the [11-18, 26-30] computational cost and fulfillment of
security requirements.
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Fig.5 Results of OFMC
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Fig.6 Results of CL-ATSe

5.1 Computation cost

Table 3 provides a comparative analysis of the computational
cost associated with the SO-ITS scheme and those reported
in [11-18, 26-30]. The following symbols are defined to
perform the analysis: Thf is the execution number of a
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hash operation; Tecmf is the execution number of an ECC
point multiplication operation; Pef is the execution num-
ber of public-key encryption; Pdf is the execution number
of public-key decryption; Sef is the execution number of
symmetric-key encryption; Sdf is the execution number of
symmetric-key decryption; Pmf is the execution number of
point multiplication; and Eof is the execution number of the
exponential operation.

The computational cost analysis reveals that the proposed
protocol offers distinct characteristics compared to existing
schemes. Specifically, Mun et al. reported the lowest com-
putation cost of 0.0360 ms [18]. This is closely followed by
the scheme in [14], which achieves 0.0340 ms [14], and by
the protocol of Mohit et al., at 0.0400 ms [12]. Ying et al.
also demonstrate a relatively low processing overhead of
0.5785 ms [13]. In contrast, Chen et al. incur a higher com-
putation cost of 2.0980 ms [17], while Zhao et al. present
12.3216 ms [11]. Other lightweight schemes, such as those in
[15]and [27], report costs of 16.0209 ms [15] and 17.8770 ms
[27], respectively. Heavier protocols—including those in [ 16,
28], and [30]—register costs of 25.5975 ms [16], 23.5900 ms
[28], and 46.2000 ms [30], respectively, whereas the scheme
in [29] achieves 9.2536 ms [29], and the design in [26] records
the highest cost of 69.3000 ms [26].

In our SO-ITS scheme, public-key cryptography tech-
niques have been employed to ensure robust security. Unlike
some previous works, hash functions—vulnerable to replay
and tampering attacks—have been deliberately omitted in
favor of stronger cryptographic primitives. As a result, while
the proposed scheme achieves superior security guarantees,
it exhibits a higher processing cost (26.4378 ms) when com-
pared to the most lightweight protocols. Figure 7 illustrates
a detailed comparison of the computation costs across the
referenced protocols and the SO-ITS scheme. Although our
protocol incurs relatively higher computational overhead,
this trade-off is justified by its enhanced resilience against
a broader spectrum of cryptographic attacks, including those
targeting hash-based systems.

5.2 Communication cost and total bits

Our analysis indicates that the protocol proposed by Zhao
et al. incurs the highest communication cost among the com-
pared schemes, with 11 messages [11]. This is followed by
the protocols of Mun et al. and Mohit et al., each exhibiting
a communication cost of 9 messages [12, 18]. In contrast,
the protocols developed by Ying et al., Chen et al., and
Vasudeyv et al. demonstrate a moderate communication cost,
each with four messages [13, 14, 17]. Scheme [26] uses 8
messages [26], while Scheme [27] requires 7 messages [27].
Both Schemes [29] and [30] use 6 messages [29, 30]. The
heaviest message overheads belong to Scheme [15] with 24
messages [15] and Scheme [16] with 25 messages [16]. The
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Table 3 Comparison of computation cost
Schemes Thf Tecmf Pef Pdf Sef n Sdf Pmf Eof Total cost TC (ms)
[18] 8 Thf OTecm OPe OPd 1Se 1Sd OPm OEo 8 Th + 1Se + 1Sd 0.036
[12] 10 Thf  OTecm 1Pe 1Pd 0Se 0Sd 5Pm OEo 10 Th + 1Pe + 1Pd + 5Pm 12.3216
[13] 20Thf O0Tecmf OPef OPdf 0Sef 0Sdf  OPmf  OEof 20 Thf 0.04
[14] 14Thf OTecmf OPef OPdf 2Sef 2Sdf  OPmf  1.5Eof  14Thf + + 2Sef + 2Sdf + 1.5 Eof 0.5785
[24] 12Thf O0Tecmf OPef OPdf 2Sef 2Sdf  OPmf  6Eof 12Thf + 2Sef + 2Sdf + 6 Eof 2.098
[15] 17Thf O0Tecmf OPef OPdf 0Sef 0Sdf  OPmf  OEof 17Thf 0.034
[16] 29Thf O0Tecmf OPef OPdf 0Sef 0Sdf  OPmf  6Eof 29Thf + 6Eof 16.0209
[17] 61Thf 18Tecmf  OPef OPdf 0Sef 0Sdf  OPmf  OEof 61Thf + 1 8Tecm 25.5975
[19] OThf O0Tecmf 9Pef 9Pdf 0Sef 0Sdf  OPmf  OEof 9Pef + 9Pdf 69.3
[20] 30Thf 8Tecmf OPef 9Pdf 0Sef 0Sdf  OPmf  OEof 30Thf + 8Tecm 17.877
[21] 7Thf OTecmf 3Pef 3Pdf 0Sef 0Sdf  OPmf  OEof 7Th + 3Pe + 3Pd 23.59
[22] 35Thf 4Tecmf OPef OPdf 0Sef 0Sdf  OPmf  OEof 35Thf + 4 Tecm 9.2536
[23] OThf O0Tecmf 6LPe  6LPd  0Sef 0Sdf  OPmf  OEof 6LPe + 6LPd 46.2
SO-ITS OThf O0Tecmf 3Pef 3Pdf 0Sef 0Sdf  OPmf  OEof 3Pef + 3Pdf 26.4378
Fig.7 Computation cost TC (ms)
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171 (11 [12]  [13]

proposed SO-ITS scheme achieves the lowest communica-
tion overhead, with a total of just 3 messages. This reduction
in message count reflects the efficiency of our design, making
it particularly suitable for resource-constrained environments
where minimizing round-trips is critical. Figure 8 provides
a comparative illustration of the message counts across
existing protocols and the SO-ITS scheme, highlighting the
superior efficiency of our approach.

Our analysis of message sizes (in bits) reveals that the
protocol proposed by Mohit et al. achieves the lowest
transmitted-bit overhead, at just 1,280 bits [12]. This is fol-
lowed by Scheme [27] at 1,760 bits [27] and Ying et al. at
1,952 bits [13]. The protocol developed by Vasudev et al.
has a slightly higher communication size of 2,496 bits [14],
while Chen et al. reported 3,024 bits [17]. The proposed SO-
ITS scheme demonstrates a message size of 3,072 bits, which
remains lower than those of Scheme [29] (3,392 bits [29])
and Mun et al. (3,808 bits [18]) and Zhao et al. (5,536 bits
[11]). Heavier message sizes include Scheme [30] at 6272

[23] [14] [15] [16] [18] [19] [20] [21] [22]
Axis Title

SO-ITS

bits [30], Scheme [15] at 8,900 bits [15], Scheme [26] at
9,344 bits [26], and Scheme [16] at 13,120 bits [16]. This
balance of moderate bit-length and strong security proper-
ties underscores the suitability of SO-ITS for applications
where both bandwidth efficiency and cryptographic strength
are required. Figure 9 presents a graphical comparison of the
message sizes among the reviewed protocols and the SO-ITS
scheme, and Table 4 provides a detailed tabulation of both
communication costs and message sizes across all protocols.

5.3 Comparison of security requirements

Table 5 presents a comparative analysis of nineteen secu-
rity requirements (SO-ITS1-SO-ITS19) across the proposed
SO-ITS scheme and thirteen existing protocols. The first
group of schemes—[16, 26-30] and [15]—uniformly sat-
isfy the core security requirements from replay resistance
through TTP-based design (SO-ITS1-SO-ITS17), yet only a
subset ([26, 28-30]) support secure offloading (SO-ITS18)
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Fig. 8 Communication costs
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Table 4 Comparison of communication cost and the number of bits

[13]

Schemes No. of messages Total cost (in bits)
[18] 9 3808
[12] 11 5536
[13] 9 1280
[14] 1952
[24] 4 3024
[15] 2496
[16] 24 8,900
[19] 8 9344
[17] 25 13,120
[20] 7 1760
[21] 3 6,482
[22] 6 3392
[23] 6 6272
SO-ITS 3 3072

and none provide Intelligent Transportation Systems func-
tionality (SO-ITS19). By contrast, the protocols in [14]-[18]
exhibit additional gaps: they are vulnerable to replay attacks
(SO-ITS1) and/or RT attacks (SO-ITS13), and fail to sup-
port advanced features including key exchange (SO-ITS14),

@ Springer

No. of messages

[23] [14] [15] [18] [16] [19] [20] [21] [22] SO-ITS

Total cost (bits)
13,120

[13]  [23] [14] [15] [18] [16] [19] [20] [21]  [22] SO-ITS

formal verification by OFMC (SO-ITS15) and CL-AtSe (SO-
ITS16), as well as secure offloading (SO-ITS18).In contrast,
the proposed SO-ITS scheme demonstrates comprehensive
resilience against all active and passive threats—replay,
MITM, insider, stolen-verifier, impersonation, brute-force,
offline-guessing and RT attacks (SO-ITS1-SO-ITS13)—and
fully supports key exchange (SO-ITS14), formal verifica-
tion (SO-ITS15, SO-ITS16), TTP-based design (SO-ITS17),
secure offloading (SO-ITS18) and Intelligent Transporta-
tion Systems functionality (SO-ITS19). This comprehensive
coverage underscores the SO-ITS scheme’s superior secu-
rity posture, uniquely integrating all nineteen requirements
within a cohesive architectural scheme. For reference, the
security features are defined as follows:

SO-ITS1: Replay attack; SO-ITS2: MITM attack; SO-
ITS3: Insider attack; SO-ITS4: Stolen-verifier attack; SO-
ITS5: Impersonation attack; SO-ITS6: Brute-force attack;
SO-ITS7: Offline password guessing attack; SO-ITSS:
Device anonymity; SO-ITS9: Mutual authentication; SO-
ITS10: Session key agreement; SO-ITS11: Forward secrecy;
SO-ITS12: Confidentiality; SO-ITS13: RT resistance; SO-
ITS14: Key exchange; SO-ITS15: Verified by OFMC; SO-
ITS16: Verified by CL-ATSE; SO-ITS17: TTP-based design,
SO-ITS18: Secure Offloading,, SO-ITS19: intelligent trans-
portation systems.
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Table 5 Comparison of security requirements

Schemes

SO-ITS [23] [22] [21] [20] [17] [19] [16] [15] [24] [14] [13] [12] [18]  Security requirements
A A A A A A A A (0] (6] A (0] (0] A SO-ITS1
A A A A A A A A A A A O A A SO-ITS2
A A A A A A A A A A A A A A SO-ITS3
A A A A A A A A A A A A A A SO-ITS4
A A A A A A A A A A A A A A SO-ITS5
A A A A A A A A A A A A A A SO-ITS6
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A A A A A A A A A A A A A A SO-ITS10
A A A A A A A A A A A A A A SO-ITS11
A A A A A A A A A A A A A A SO-ITS12
A A A A A A A A (@) O (6] (0] (6] (0] SO-ITS13
A A A A A A A A (0] (6] (0] (0] (0] (0] SO-ITS14
A A A A A A A A (0] A (0] (0] (0] (0] SO-ITS15
A A A A A A A A (@) (0] (0] (0] (6] (0] SO-ITS16
A A A A A A A A (0] A A A A A SO-ITS17
A A A (0] (0] A (0] (0] (0] (6] (0] (0] (0] (0] SO-ITS18
A (0] (6] (0] O (0] (0] (0] (0] (0] (0] (0] (0] (0] SO-ITS19

6 Simulation results and analysis

This section validates the proposed scheme’s performance
through network simulations conducted using the NS-3.29
simulator on the Ubuntu 20.04.1 operating system. The sim-
ulation experiments were catried out on a Dell Inspiron 5110
system equipped with an Intel Core 15-2410 M processor run-
ning at 2.30 GHz, 4 GB of RAM, and a 1 TB hard disk drive
(HDD).[31].

6.1 Simulation environment and settings

The simulation was executed for a total duration of 200 s. A
fleet of 30 vehicles was deployed, while the number of RSUs
was varied across three scenarios with counts of 5, 10, and
15, respectively. Additional simulation settings include sta-
tionary vehicle mobility (0 m/s), the Friis propagation loss
model, a transmission power of 7.5 dBm, IEEE 802.11 as the
Medium Access Control (MAC) protocol, IEEE 802.11p for
vehicular wireless communication, and AODV as the rout-
ing protocol. The simulation environment covered a 300 x
1500 m area, designed to emulate a realistic intersection sce-
nario.

6.2 Simulation results

The performance of the SO-ITS scheme was evaluated using
the NS-3 simulator across three distinct configurations, vary-
ing the number of RSUs at 5, 10, and 15, in a vehicular
intersection scenario with 30 vehicles. The analysis focused
on three key performance metrics: PDR, throughput, and
EED.

PDR: The results indicate that the 10-RSU configuration
achieved the highest PDR, approximately 0.9, reflecting an
optimal balance between network coverage and traffic load.
The PDR decreased to around 0.86 with 15 RSUs, likely due
to increased interference or contention in the denser network.
The 5-RSU setup recorded the lowest PDR at approximately
0.84, suggesting insufficient coverage and a higher packet
loss rate. Figure 10 shows PDR results.

Throughput: The 15-RSU configuration demonstrated the
highest throughput, reaching approximately 5000 Kbps, indi-
cating its superior capacity to handle large data volumes
(Fig. 10). The 10-RSU scenario followed with a throughput
of about 4000 Kbps, while the 5-RSU configuration lagged at
around 1000 Kbps, highlighting its limitation in supporting
high traffic loads. Figure 11 shows the Throughput results.

EED: The lowest delay was observed in the 5-RSU config-
uration, at approximately 20 million milliseconds, attributed

@ Springer
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to fewer transmission hops and reduced contention in a
sparser network. The delay increased to about 30 million
milliseconds with 10 RSUs and peaked at nearly 50 million
with 15 RSUs, likely due to higher coordination overhead and
potential bottlenecks in the denser setup. Figure 12 shows
EED results.

Based on the simulation outcomes, the 15-RSU config-
uration is deemed the most suitable for dense vehicular
environments, offering the highest throughput and a sat-
isfactory PDR despite the elevated latency. The 10-RSU
setup provides a balanced performance with reliable delivery
and moderate throughput at lower latency, while the 5-RSU
configuration underperforms in both PDR and throughput,
rendering it inadequate for this scenario. Accordingly, the
15-RSU configuration is recommended for optimal network
performance, although the 10-RSU setup may be preferred
for latency-sensitive applications.

@ Springer

tion overhead and achieves a balanced computational load,
outperforming several existing methods. Additionally, NS3-
based simulation results at urban traffic intersections indicate
that optimal system performance with 30 vehicles can be
sustained by deploying at least 15. Future research will
focus on further optimizing the computational efficiency
and scalability of the scheme to maintain high security
and performance while reducing infrastructure requirements,
thereby increasing its feasibility for large-scale, real-world
blockchain-based smart transportation deployment.
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