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Abstract
SQL injection is a serious security risk that allows attackers to access application 
databases. SQL injection attacks can be identified using various methods, includ-
ing machine learning algorithms. Finding the top-performing features in the training 
dataset is a combinatorial optimization problem known to be NP-complete. Finding 
the dataset’s most effective and significant features is the goal of feature selection. 
This study aims to optimize the sensitivity, specificity, and accuracy of the SQL 
injection detection method. The first stage of the suggested method involved creating 
a unique training dataset with 13 characteristics. A binary form of the Whale Opti-
mization Algorithm was suggested to find the most effective features in the dataset. 
An effective SQL injection detection system was developed by combining the whale 
algorithm as a feature selector with various machine learning techniques. The sug-
gested SQL injection detector achieved 98.88% accuracy, 99.35% sensitivity, and a 
98.83% F1-score using an artificial neural network and the whale optimizer. Using 
the proposed strategy to select about 31% of the features improved the performance 
of the attack detectors.

Keywords  Cybersecurity · SQL injection · Optimal feature selection · Binary whale 
algorithm · Machine learning algorithms

1  Introduction

One essential factor in determining the quality of software products is soft-
ware security [1]. Furthermore, researchers strongly advise against SQL injec-
tion (SQLi) in software development practices, as they view it as a severe soft-
ware security vulnerability. A web vulnerability known as SQL injection enables 
attackers to modify the database queries a program generates. Malicious queries, 
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known as SQLi attacks, modify SQL statements to execute malicious code. Such 
queries enable unlimited data access and unlawful database intrusion, as attackers 
can use them to pull data directly from the database. According to the Open Web 
Application Security Project (OWASP), SQLi attacks rank among the top ten web 
application security threats and are among the most dangerous web application 
vulnerabilities [1–3]. Table 1 presents examples of SQL injection queries.

The majority of existing security techniques are unable to defend web applica-
tion databases against SQLi attacks consistently. Some SQLi detectors are built 
using machine learning (ML) methods, and the classifiers produced may distin-
guish between harmful and normal SQL queries [4]. Various real-world datasets 
are used by ML methods to train and construct SQLi detectors. The effective-
ness and performance of the final classifier are highly influenced by the features 
of the dataset used during the training phase. Finding a dataset’s most interest-
ing features is considered an NP-complete issue. Feature selection improves the 
built SQLi detector’s performance, sensitivity, and accuracy by identifying the 
most influential and minimal features in the training dataset. The best features 
in a dataset are found using a variety of metaheuristic approaches. Low success 
rate and convergence, selection of a large number of features (which harms the 
performance of the SQLi detector), and inefficient accuracy and precision of the 
created SQLi detectors are the primary drawbacks of the current feature selection 
methods. Regarding the shortcomings of the existing SQLi detection techniques, 
the objectives of this study are:

•	 Increasing the success rate and reliability of SQLi detectors.
•	 Reducing the false alarm rate of SQLi detectors.
•	 Improving the accuracy and precision of the SQLi detectors.
•	 Determining the SQLi dataset’s most compelling features.

This work proposed an effective method for identifying SQL injection (SQLi) 
attacks using a small set of compelling features derived from training datasets. 
Initially, a real-world dataset including 12 features was utilized. The Whale Opti-
mization Algorithm (WOA) was subsequently designed and implemented in a 
binary form to determine which features were optimal for the SQLi detectors. 
Afterward, different ML algorithms were used to create efficient SQLi detec-
tors based on the improved dataset chosen by binary WOA (BWOA). Lastly, the 

Table 1   SQL injection queries

SELECT name, price FROM products WHERE PRDid = ’1’ UNION SELECT user, pass FROM 
users–’;

SELECT * FROM students WHERE STDId = 200 OR 1 = 1;
SELECT * FROM customers WHERE custom_id = (SELECT custom_id FROM customers WHERE 

username = johndoe’ UNION SELECT custom_id FROM customers WHERE ’b’ = ’b);
SELECT * FROM employee WHERE user = ’admin’ –’ AND pass = ’’;
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effectiveness of the suggested feature selection method was verified using the test 
dataset. The study’s primary conclusions are:

•	 Developing a binary version of the Whale Optimization Algorithm (BWOA) as 
the selector of features in the SQLi dataset

•	 Determining the minimal subset of SQLi features that significantly influences 
the SQLi detector’s accuracy and precision.

•	 Producing an effective and reliable SQLi detector by using only 31% of the most 
compelling features of the training dataset.

The remaining sections are arranged as follows: Sect. 2 provides an overview and 
discussion of SQL injection approaches in the relevant literature. Section 3 shows 
and explains the suggested selector of features and SQLi detection technique. Sec-
tion  4 presents the experimental setup and performance of the developed SQLi 
detector. Chapter  5 concludes with conclusions and recommendations for further 
study.

2 � Related works

SQLi attacks can be identified in various ways. In this part, we discuss several state-
of-the-art works. Unauthorized objects are blocked using blacklists in traditional 
SQLi approaches. Numerous approaches have been proposed in the relevant research 
in this area. Reference [5] presents a SQLi detection approach that addresses the 
limitations of traditional methods, which often fail to identify complex or mixed 
attack patterns. The authors use a content-matching technique to extract features 
while preserving important attack tokens that may be lost during grammar parsing 
or standard word embedding. Using these features, they train several deep learning 
models, including CNN, CNN-RNN, and CNN-LSTM, and report that the CNN-
LSTM model performs best by capturing both structural and sequential patterns. 
The proposed system achieves a high detection accuracy of 98.35%, demonstrating 
strong performance on the tested SQLi and XSS data. While the method offers clear 
advantages, such as preserving key information, improving detection accuracy, and 
using enhanced deep learning models, it also has limitations, including the possible 
lack of dataset diversity, limited evaluation against obfuscated attacks, the absence 
of comparisons with modern Transformer-based models, the potential risk of over-
fitting, and no assessment of real-time deployment performance.

In [6], the growing challenge of web application attacks, driven by the huge 
amount of online data and the increasing activity of cybercriminals, has been 
explained. The paper introduces two SQLi detection approaches: a deep learn-
ing model using LSTM and several traditional machine learning classifiers. 
A major issue addressed is data imbalance, which can cause models to favor 
benign samples. The authors apply several preprocessing and resampling tech-
niques to reduce this bias and improve classifier performance. Their experiments 
show that although preprocessing helps, the LSTM model performs far better 
than all machine learning models. This highlights the model’s robustness and 
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adaptability. The study uses multiple validation methods, including holdout and 
five-fold cross-validation, to confirm consistency. Various resampling methods 
(ROS, SMOTE, ADASYN, RUS, and Tomek Links) are tested, but none outper-
form the LSTM. The paper also explains that ML/DL methods complement exist-
ing rule-based systems. These methods are most useful in large-scale, high-risk 
environments. The authors propose future steps, including optimizing the model 
for real-time detection, integrating it with WAFs via APIs, improving model 
explainability, and developing a continuous learning framework.

The study in [7] focuses on detecting SQL injection (SQLi) attacks using light-
weight flow-based network protocols rather than full packet inspection. SQLi 
remains a major threat and is ranked in the OWASP Top 3. Traditional detection 
methods often require analyzing every packet in a network, which is impracti-
cal for high-traffic routers and large-scale environments. To solve this problem, 
the authors show that SQLi detection is possible using NetFlow-based flow data 
rather than full packet payloads. They create and publish two datasets contain-
ing NetFlow v5 flow records generated from SQLi attacks on the most widely 
used database engines. Using these datasets, they train several machine learning 
models. The Logistic Regression and Perceptron + SGD models achieve the best 
results, both exceeding 96% accuracy and achieving false alarm rates below 1%, 
with Logistic Regression achieving a false alarm rate below 0.07%. The ensemble 
model performs moderately well, with 85.6% accuracy and an 89% detection rate. 
The authors note that their work serves as an initial step toward SQLIA detection 
using flow data and that the proposed models are suitable for real-world deploy-
ment to generate alerts and improve security.

An automated penetration testing tool designed to detect web vulnerabilities 
such as SQLi, XSS, CSRF, command injection, and directory traversal is sug-
gested in [8]. The tool uses a mix of automated and manual testing, supported 
by Python scripts, APIs, and integration with OWASP ZAP. It effectively identi-
fies vulnerabilities, improves scanning speed by 20%, and provides clear visual 
reports for prioritizing risks based on CVSS scores. The study also highlights 
challenges for automated tools, such as handling obfuscated inputs, multi-step 
authentication, and complex attacks, such as buffer overflows and XXE. The 
tool’s modular, scalable design helps security teams focus on analysis rather than 
manual scanning. Future enhancements will include AI-based threat detection 
and real-time monitoring.

Reference [9] introduces an approach to SQLi detection using graph neural net-
works. The authors represent each SQL statement as a graph, with statements as 
nodes and their relationships as edges. They propose three graph CNN models, 
including a two-layer GCN, a non-local graph convolution model, and a modified 
non-local model that replaces 1 × 1 convolutions with GCN layers. Compared to tra-
ditional machine learning and deep learning models, the graph models offer better 
efficiency, fewer parameters, and the ability to process input sequences of any length. 
While Transformer-based models and LSTMs sometimes achieve higher accuracy, 
they require far more computational resources. In contrast, the proposed graph mod-
els balance accuracy and speed, making them highly suitable for real-world cyber-
security systems. Overall, this work provides a comprehensive comparison of prior 
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detection models and introduces a lightweight, highly effective graph-based method 
for SQL injection detection.

A comprehensive solution for SQLi detection, classification, prioritization, and 
prevention is proposed in reference [10]. The proposed system, called SQLR34P3R, 
treats SQLi not as a simple binary problem but as a multi-class, multi-vector threat. 
The authors collect large datasets of web and network traffic and test several machine 
learning and deep learning models. Their hybrid CNN-LSTM model achieves an 
average F1-score of 97% for detecting and classifying SQL injection traffic. A key 
contribution of SQLR34P3R is its risk analysis module, which uses CVE informa-
tion and scoring systems to help organizations prioritize vulnerability remediation 
based on exploitability. The system is tested in real-world settings, including DVWA 
and DNS exfiltration attacks generated with SQLMap, showing strong performance 
in real-time detection. SQLR34P3R also functions as a command-line proxy that 
filters web traffic and blocks SQLi attempts. Its three-part design (multi-source 
detection, multi-class classification, and advanced risk assessment) provides broader 
coverage than existing solutions. A drawback of the study is that it does not cover 
several important areas. It lacks evidence-based vulnerability prioritization, stronger 
preventive measures beyond IP blocking, real-time traffic detection, and the use of 
contextual frameworks for better vulnerability scoring. These gaps are left for future 
work.

Reference [11] presents SQLGuardNet, a new deep learning model that achieves 
very high accuracy in detecting malicious SQL queries. The model uses a multi-
branch architecture combining three techniques: a Transformer block with multi-
head attention, a 1D CNN, and an LSTM-based RNN. These branches capture 
distinct patterns in SQL queries and are merged to form a robust classification sys-
tem. SQLGuardNet is lightweight (3.31M parameters) yet powerful, achieving high 
accuracy. Soft voting further improves performance when combined with other top 
models. The paper also analyzes unusual model behaviors, such as high precision 
but low recall in some models, and demonstrates that SQLGuardNet maintains sta-
ble performance even against complex injection types, such as nested and piggy-
backed SQLi. The study notes key limitations, including reliance on Kaggle datasets 
that may not reflect all real-world attack patterns and the architecture’s complexity, 
which may be challenging for practitioners without deep learning expertise. Over-
all, SQLGuardNet proves to be an efficient, and robust solution for SQL injection 
detection.

A lightweight SQLi detection model (SQLLS) built using a bidirectional LSTM 
is suggested in [12]. The system first converts SQL statements into numerical vec-
tors using TF-IDF, then applies a combined feature selection method (GFC) that 
uses gradient boosting, Fisher score, and Chi-square tests to keep only the most 
important features. Mixed-precision training and model pruning are used to reduce 
memory use and speed up computation. Experiments show that SQLLS achieves 
high accuracy, a very low false alarm rate (0.154%), and faster running time than 
existing models. The paper also discusses major limitations of related solutions such 
as SQLR34P3R. These include analyzing only HTTP requests, omitting other data 
sources (IP addresses, responses, protocol-level queries), lacking multi-class Net-
Flow datasets, having imbalanced class sizes, and lacking a feedback loop between 
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deployed models and training data. IP blocking is also considered a weak prevention 
method because blocking a single attacker could mistakenly block many legitimate 
users behind the same public IP address. Collecting limited SQLi datasets, non-real-
time traffic detection, and a lack of environmental and business context are the draw-
backs of the method when scoring vulnerabilities.

Reference [13] presents MVC-BiCNN, a deep learning system that achieves very 
high accuracy in detecting SQLi attacks. The method converts each SQL query into 
three different semantic views using 21 SQL tags. These views help the model bet-
ter understand the meaning and role of SQL terms. The system then uses a hybrid 
architecture that combines a bidirectional LSTM to capture long-term dependencies 
and a CNN to extract local patterns. Each view is processed separately, and the sys-
tem uses a consensus function to make the final decision. This makes the detec-
tion process more robust and reliable. The model achieves a higher detection rate 
and shows fewer false positives and false negatives than other models. The main 
strengths of the approach are its high accuracy, rich multi-view representations, and 
strong hybrid architecture. However, the system has some limitations. It uses com-
plex preprocessing, requires more computation, and focuses solely on SQL injection 
attacks. It does not yet support other attack types, such as XSS, and lacks dynamic 
monitoring to adapt to new threats. The authors suggest future work to expand the 
system to detect additional code injection attacks and to add dynamic monitoring 
to improve adaptability. This work proposed an efficient approach for using various 
ML algorithms to detect SQL injection attacks. A specialized training dataset with a 
limited set of important attributes was used to train the machine learning algorithms. 
The suggested hybrid machine learning approach mitigates the significant shortcom-
ings of the prior approach, achieving higher success rates and lower errors.

3 � Suggested method

In this work, we devise and introduce a practical technique for identifying SQL 
injection attacks. Initially, a unique training dataset with thirteen features was 
employed. The best features are then chosen in the second stage using a binary 
WOA termed BWOA. ANN (Neural Network), SVM (Support Vector Machine), DT 
(Decision Tree), and K-Nearest Neighbor (KNN) approaches have been used to con-
struct an integer classification model for SQLi matching. During the final testing 
phase, the effectiveness of the proposed feature selection approach was evaluated 
using a test dataset. The steps of the suggested strategy are depicted in Fig. 1.

3.1 � Dataset creation

The datasets needed to train a supervised ML algorithm are covered in this sub-
section. Using SQL Query Profiler, the SQLi dataset was created. Furthermore, 
conventional requests and SQL injection (SQLi) attacks were generated using 
SQL injection traffic-generating tools such as SqlMap. The original datasets were 
processed, and their correlations were calculated to form a single dataset [14]. 
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The dataset is expanded to include attack and regular SQL queries for a particu-
lar online application. Different SQL complexities and formats can be used to 
run queries. Relational databases allow for both basic and complex queries. A 
standard SQL query or a SQL injection (SQLi) attack is represented by each row 
(record) in the database. Features from SQL queries, including single quotes, 
arguments, comments, and dots, are included in the dataset. Table 2 presents the 
features of the dataset used. To ensure objectivity and reproducibility, the extrac-
tion followed a consistent rule-based transformation process rather than manual 
selection. After extraction, all features were converted to numerical values, yield-
ing a homogeneous, ML-friendly dataset that enhances both training efficiency 
and predictive performance of the applied models. The final dataset provides a 
balanced and well-structured basis for supervised learning.

The original dataset is further filtered and modified to create a single dataset 
containing numerical features. There are 1027 entries in this dataset, each repre-
senting a normal or malicious SQL query. Thirteen attributes are taken from the 
SQL query code and included in each record. The dataset’s features are shown 
in Table 2. The dataset contained 473 valid SQL queries and 554 invalid entries 

Fig. 1   Suggested method’s workflow
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(resulting from SQL injection attacks). The filtered and rearranged dataset con-
taining 12 numerical features is utilized in this study to train the ML algorithm 
[14]. ML algorithms perform more accurately and precisely when the features 
in the dataset have similar data types. To establish a homogeneous dataset, the 
attributes of the primary dataset (see Table 2) were converted to numeric values. 
The attributes used in this research are all numeric and have the same data type. 
Twelve of the dataset’s features are independent, and the thirteenth feature (which 
determines if the query is valid or an attack) is dependent. The label of the nor-
mal query (property 13) is zero, and the label of an attack query is set to one. The 
numerical properties of the resulting dataset are displayed in Table 3.

Table 3 lists the features extracted from the raw SQLi payloads. These features 
were derived from string-based SQL queries containing both normal and attack 
patterns. During preprocessing, unnecessary elements were removed, leaving only 
meaningful features. Each extracted feature was then converted into a numerical 

Table 2   Features of the SQLi 
attacks dataset [14] 1 “Length of SQL query”

2 “Nesting Level Query”
3 “Num. of union Operator in the SQL Query”
4 “Num. of Constant Value in the SQL Query”
5 “Num. of OR Operator in the SQL Query”
6 “Num. of Specific Character in the SQL Query”
7 “Type of SQL Query in the SQL Query”
8 “Num. of AND Operator in the SQL Query”
9 “Num. of double quotation Character (“) in the SQL Query”
10 “Num. of double quotation Character (‘) in the SQL Query”
11 “Num. of Null Value in the SQL Query”
12 “Num. Parenthesis in the SQL Query”
13 “Class (Attack or Not Attack”)

Table 3   Feature of the scalar 
dataset [14]

1 2 3 4 5 6 7 8 9 10 11 12 13

1 10 1 1 2 0 3 2 1 0 1 0 0 1
2 16 1 0 1 0 6 1 1 0 0 0 0 0
3 11 1 0 1 0 4 1 0 1 0 0 0 0
4 17 1 0 1 0 10 1 0 0 1 0 2 1
5 28 2 1 7 0 13 2 0 0 2 0 0 1
6 17 1 0 2 0 10 1 0 0 1 0 2 1
7 15 2 1 1 0 5 1 0 1 4 1 0 1
8 14 1 0 3 0 4 1 1 0 0 0 0 0
9 31 3 0 5 0 15 1 0 0 2 0 4 1
10 18 1 0 3 0 8 1 1 0 4 0 0 0
11 18 1 0 3 0 8 1 1 0 4 0 0 0
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format, making the dataset homogeneous and compatible with machine learning 
algorithms. This conversion ensures that all features share a consistent type, improv-
ing model efficiency and stability. The selected features are sufficient to capture 
the essential differences between normal and malicious queries. Consequently, the 
resulting dataset is compact, discriminative, and efficient for use in feature selection 
and ML-based SQLi detection.

3.2 � WOA as feature selection

This work introduces a binary WOA for feature selection. Originally, WOA was 
developed as a metaheuristic for optimization [15]. Enhanced WOA’s distinctive 
local search method uses advanced mutation and crossover operators. Once the 
dataset is prepared, BWOA, a binary variation in WOA, is created. This algorithm’s 
objective is feature selection, in which the best characteristics of the SQLi dataset 
are identified. The feature selection procedure is carried out before the ML algo-
rithms to produce the appropriate classification model. BWOA is a swarm-based 
approach that uses local and global search strategies. WOA is a bio-inspired algo-
rithm that mimics the bubble-net hunting technique of humpback whales. WOA is 
based on how humpback whales hunt, especially their use of bubble nets to feed. To 
capture their meal, the whales construct a bubble net around them. Algorithm 1 dis-
plays the pseudocode of the developed WOA for the feature selection.
Algorithm  1   Pseudocode of the WOA which was developed as a feature selector 
[15]
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1. Initialize the population of whales and the parameters a, A, C, l, and p
3. Calculate the fitness of each whale in the population
4. X_best = The best whale (solution) based on fitness
5. while (termination condition not met) do
6. for each whale i (i = 1, 2, ..., n) do

//Update the parameters A, C, and l:
7. A = 2a * r1 – a; 
8. C = 2 * r2; 
9. l = random number in [-1, 1]; 
10 p = random number in [0, 1]; 
11. if (p < 0.5) then
12. if (|A| < 1) then

//Update the position of the whale using the best solution
13. D = |C * Xbest - Xi|; 
14. Xi = Xbest - A * D; 
15. else if (|A| ≥ 1) then

//Select a random whale and update the position by a random whale
16. D = |C * Xrand - Xi|; 
17. Xi = Xrand - A * D; 
18. end if
19.    else if (p ≥ 0.5) then

//Update the position in a spiral shape around the best solution
20. D = |Xbest - Xi|; 
21. Xi = D * exp(b * l) * cos(2π * l) + Xbest; 

end if
22. calculate the fitness of each whale; 
23. Update X_best; 
end while

24. Return the best solution (X_best)

Using BWOA, which efficiently identifies the most significant features, the per-
formance of the ML algorithms and, consequently, the classification model was 
enhanced. This method uses whale intelligence to select the best features by bal-
ancing exploration and exploitation. Each whale in the system is represented by a 
13-dimensional vector, which also corresponds to the number of features in the data-
set. A whale vector, which indicates the population matrix, consists of n rows and 13 
columns. A whale’s structure is displayed as a feature vector in Figure 2. This length 
corresponds to the quantity of features in the training dataset labeled F0 to F12. This 
binary vector’s bits correspond to distinct features in the training dataset. The related 
feature is activated when the bit is set to 1; when it is set to 0, the feature is disabled 
during training.

The whale movement in the WOA is modeled using mathematical equations that 
simulate the behavior of real whales during the bubble-chasing strategy. The whale’s 
movement in the WOA is as follows:

•	 Updating the position of the whale using the best whale
•	 Updating the position of the whale using the select a random whale
•	 Updating the position of the whale in a spiral shape around the best whale

In the first form of whale movement in WOA, the whales locate the prey (opti-
mal solution) and approach it. This motion is modeled by Eq. (3) and Eq. (4). The 
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whale’s current location in iteration t is shown by X (t). The whale’s modified posi-
tion at iteration t + 1 is represented by X(t + 1). The position of the best solution 
(prey) at iteration t is indicated by Xbest (t). A and C are coefficient vectors calculated 
by Eq. (1) and Eq. (2). r1​ and r2 are random numbers in the range [0,1].

 

When ∣A∣ ≥ 1, the whales use exploration by randomly selecting a whale in the 
population and moving toward it. This prevents the local optima by encouraging 
global exploration. In this form of movement (the second form of whale movement 
in the WOA), the position of the whale is updated using the position of a randomly 
selected whale. Equation (5) and Eq. (6) are used to model this type of movement in 
the whale algorithm.

In the third form of movement, two basic methods are used to simulate the bubble-
net hunting strategy of whales: spiral updating of position and a shrinking-encircling 

(1)

(2)

(3)

(4)

(5)

(6)

Fig. 2   Implemented binary vector for each whale in the population
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mechanism. The whale has a probability p that will determine which of these two tech-
niques it will pick. When p < 0.5 and ∣A∣ < 1, the whales move closer to the best solu-
tion, exploiting the search space around it. This is modeled using Eq. (3) and Eq. (4). If 
p ≥ 0.5, the whale follows a logarithmic spiral path toward the prey, simulating a bub-
ble-net attack. This type of movement is modeled by Eq. (7) and Eq. (8); in these equa-
tions, b is a constant that defines the shape of the logarithmic spiral and l is a random 
number in the range [− 1, 1] that controls the spiral movement.

3.3 � Binary WOA

The sigmoid function was utilized to create a new binary WOA. Every whale (solu-
tion) in this method has a binary number. To select or exclude features, the binary 
response can take only 0 or 1 values. A feature is chosen for the new dataset if its 
value is 1. The feature is not selected if its value is 0. Values from a population 
matrix were converted to binary space using the sigmoid function. The sigmoid 
transfer function returns the value of 1 or 0. By applying the arbitrary threshold in 
Eq. (9) to transform an element into a binary solution, the sigmoid function chooses 
a feature. The suggested BWOA population is converted to the binary search space 
using Eq. (9) and Eq. (10).

The utilized fitness function is computed using Eq. (11). In Eq. (11), �R(D) indi-
cates the quality of the selected features by the BWOA. C indicates the total num-
ber of features. The variables α and β are considered as coefficients (α ∈ [0,1] and 
β = 1-α). Variable R shows the number of features selected by BWOA. The percent-
age of unselected features is indicated by |C-R|/C. The fitness function is used to 
enhance the quality of classification ( �R(D) .) To transform the fitness function into 
a function that minimizes it, the error rate of classification is used instead of the 
fitness function. Furthermore, the fitness function utilizes the selected features’ 
number instead of unselected features. In Eq.  (12), ER(D) displays the error rate; 
|R| shows the quantity of features identified by BWOA; also, |C| indicates to total 
number of features. The values of � and � are the coefficient parameters in Eq. (12) 
( � ∈ [0,1], � = 1 − �).

(7)

(8)

(9)SG
(
Xd
i
(t)
)
=

1

1 + e−X
d
i
(t)

(10)Xd
i
(t + 1) =

{
0ifrand < SG

(
Xd
i
(t)
)

1ifrand ≥ SG
(
Xd
i
(t)
)

(11)Fitness = ��R(D) + �
|C − R|
|C|
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4 � Experiments

4.1 � Platforms

The BWOA was implemented as a feature selector in MATLAB. Four ML classifi-
cation methods were implemented to create the Artificial Neural Network (ANN), 
Support Vector Machine (SVM), K-Nearest Neighbors (KNN), and Decision Tree 
(DT)-based classifiers. Two varieties of SQLi classifiers were constructed; in the 
first experiments, the raw dataset (all features) was used to train ML models. For 
the second kind, ML techniques were used to construct the SQLi classifier after the 
best feature was chosen using the built-in feature selector (BWOA). Two distinct 
SQLi classification models were created throughout the trials. ML techniques used 
the dataset’s features to train the SQLi classifier. In the second modification, the best 
features were found using BWOA. The experiments were carried out on a PC run-
ning Windows 11, equipped with an Intel Core i7 3.4 GHz processor, 32 GB of 
RAM, and other specifications. MATLAB version 2020b was used to implement 
the suggested plan. Sensitivity, accuracy, F1-score, and precision are the classifica-
tion metrics (criteria) that are applied to assess the recommended approach. In the 
BWOA, the fitness function is a function of the error rate and the quantity (number) 
of selected features. The BWOA parameters were experimentally calibrated follow-
ing the criteria. Table 4 lists the BWOA parameters that have the highest values.

The efficacy of SQLi detectors constructed using ANN, KNN, DT, and SVM, 
with and without the suggested features selector, is assessed using the methodology 
described in this research. The chosen features, sensitivity, F1, accuracy, and preci-
sion were considered when evaluating the suggested method. The following research 
questions have been thoroughly investigated and tested:

RQ1: How efficient is the proposed feature selection method in terms of success rate 
and convergence behavior?

RQ2: How much does the proposed feature selector reduce the number of required 
features for training?

(12)Fitness = �ER(D) + �
|R|
|C|

Table 4   Best values of BWOA 
parameters

Parameter Optimal Value

Population size 50
B 1
P random number in [0, 1]
l random number in [− 1, 1];
Max iterations 100
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RQ3: Does the proposed BWOA-based feature selection method significantly 
improve classification performance (F1-score, sensitivity, accuracy, and precision) 
compared to existing SQLi detection approaches?

RQ4: How stable and consistent is the selected feature subset across different runs 
or datasets?

In this study, two sets of ML tests were conducted. The dataset containing 12 fea-
tures was first utilized to train the ANN, KNN, DT, and SVM. In the second experi-
ment, ML techniques were used to build a SQLi detector based on the features selected 
by BWOA. The results were examined and validated to assess how well the proposed 
feature selection method performed on the SQLi dataset. The classifiers trained with 
ANN, KNN, DT, and SVM algorithms were evaluated on the same SQLi dataset. The 
model was trained using just 70% of the available data. Furthermore, 30% of the total 
dataset is used for testing. Training and test datasets with uniform distributions and 
carefully selected data include both standard SQL queries and SQLi attacks. The data-
set’s structure is outlined in Table 3. This study considered several variables, including 
the length of the query, the number of parentheses, the number of AND operators, the 
number of UNION statements, the number of special characters, and other features. 
Numerical features should be used when training ML algorithms to improve classifi-
cation model performance. Consequently, the original dataset’s nominal features were 
transformed into numerical features. The data format is displayed in Tables 2 and 3. 
Each row in the dataset shows a selection of each query’s features (Table 2). Addition-
ally, whether the related record is a regular SQL query or a SQLi query is indicated by 
the last attribute (the 13th attribute). Table 5 provides information about the dataset 
used.

4.2 � Results

4.2.1 � Convergence and success rate

Numerous experiments were carried out to evaluate the convergence behavior and 
effectiveness of the proposed approach. The overall convergence of the BWOA in dif-
ferent configurations is presented in Figs. 3, 4, 5, 6, and 7. These results collectively 
show how BWOA successfully converges toward selecting the optimal feature subset 
for the SQLi dataset. Each figure illustrates the fitness function’s progression, which 
forms the basis for assessing convergence quality. Figure 3 presents the results of the 
first experiment, in which the convergence behavior of SQLi detectors created using 
BWOA and different ML algorithms (ANN, DT, SVM, and KNN) was monitored over 
100 iterations. The results demonstrate that BWOA consistently converges without fall-
ing into local optima, showing its ability to locate the most informative features in the 

Table 5   Description of the dataset

Dataset # Whole Records # Normal Records # Attack Records

# Queries Record 1027 473 554
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dataset. Figure 4 displays the results of the second experiment, highlighting the perfor-
mance differences among SQLi detectors trained using different ML algorithms. These 
findings confirm that BWOA adapts uniquely to each ML method, producing distinct 
convergence curves while still steering each classifier toward a near-optimal feature 
subset.

Figure  5 further reinforces these observations by comparing the fitness values 
obtained across multiple feature selection runs. In this figure, BWOA + DT and 
BWOA + KNN achieve the lowest (optimal) fitness values, indicating the lowest 
detection error and the fewest selected features. In contrast, BWOA + SVM shows 
slightly weaker performance, though still benefiting from BWOA’s optimization. 
Figures 6 and 7 illustrate additional repetitions and stability analyses, demonstrating 
that the variation in fitness curves across runs remains small. This confirms that the 

Fig. 3   Convergence rate of BWOA + ML in experiment 1

Fig. 4   Convergence rate of BWOA + ML in experiment 2
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proposed BWOA-based feature selection method is both stable and reliable. Moreo-
ver, the SQLi detectors constructed using BWOA + ML consistently outperform 
those trained on the raw dataset without feature selection. During the evaluation 
phase, the effectiveness of the selected features was validated using accuracy, preci-
sion, and sensitivity metrics. Since the original training dataset contains 12 features, 
the substantial improvement achieved by applying BWOA confirms that removing 
irrelevant or redundant features leads to more accurate and robust SQLi detection 
models.

Table 6 displays the fitness values of the BWOA and various ML algorithms after 
100 iterations. The results indicate that the fitness values provided by the BWOA 
across different runs are similar. The lower standard deviation in the fitness values 

Fig. 5   Convergence rate of BWOA + ML in experiment 3

Fig. 6   Convergence rate of BWOA + ML in experiment 4
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obtained across different BWOA executions indicates greater stability and a higher 
success rate.

4.2.2 � The suggested SQLi detector’s accuracy

The proposed feature selection method was used with classification algorithms 
(ANN, KNN, DT, and SVM) in the initial set of tests to build the SQLi classifier. 
Five runs of each experiment were conducted. The execution results of five dis-
tinct ML algorithms are displayed in Fig.  8. Every feature in the dataset was ini-
tially applied during the ML algorithms’ training phase. Second, the ML algorithms’ 
training phase made use of the features that BWOA had chosen. When BWOA is 
not used as a feature selector, KNN and ANN achieve higher accuracy in SQLi clas-
sification than DT and SVM. On the other hand, when BWOA was absent, the SQLi 
detector produced by DT and SVM did not function well.

Several experiments were conducted using feature selection to assess the perfor-
mance of the proposed SQLi detector. The suggested BWOA technique was used to 
choose the best features from the SQLi dataset. Various ML techniques were trained 
on the dataset filtered by BWOA. Next, the filtered SQLi dataset was used to test 
the SQLi detectors created. Figure 8 shows that the SQLi detectors generated with 
the BWOA + ML approaches have an average accuracy higher than those devel-
oped with the ANN, SVM, and KNN methods without feature selection. The find-
ings show that the SQLi detector’s accuracy (created by ANN) is around 97.66%, 
while this figure for the SQLi detector constructed under BWOA + ANN is approxi-
mately 98.08%. The SQLi detector’s accuracy improved significantly when BWOA 
was used as a feature selector. The average accuracy of BWOA + DT’s SQLi detec-
tors is 96.29%. By comparison, the SQLi detector produced by DT without feature 
selection is approximately 92.01%. The accuracy of the SQLi detector (produced 
by the ML algorithms) without feature selection is 95.73%, whereas the suggested 
SQLi detector (BWOA + ML) achieves approximately 97.80%. Regarding the box 

Fig. 7   Convergence rate of BWOA + ML in experiment 5
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diagram shown in Fig.  8, the average standard deviation of the accuracy values 
provided by different SQLi detectors created by BWOA + DT, BWOA + SVM, and 
BWOA + KNN was reduced due to the use of BWOA.

4.2.3 � Sensitivity of the suggested SQLi detector

The sensitivity of the generated SQLi classifiers, both with and without feature 
selection, is displayed in Fig. 9. The SQLi detector built with BWOA + ML has an 
average sensitivity of roughly 97.75%. Inefficient features in the training dataset may 
affect the SQLi classifier’s performance. The findings verify that the chosen fea-
tures significantly affect SQLi detection sensitivity. The suggested feature selector 
extracts the most beneficial characteristics from the training dataset and eliminates 
the ineffective ones. As shown in Fig. 9, the average sensitivity of SQLi detectors 
built with an ANN, without feature selection (on the raw dataset), is approximately 

Table 6   Fitness values obtained by BWOA, along with different ML algorithms in five runs

Run1 Run2 Run3 Run4 Run 5 AVG STDV

ANN 0.03959 0.03959 0.04334 0.05418 0.04002 0.04062 0.00625
DT 0.04295 0.03251 0.04084 0.03251 0.03751 0.04371 0.00475
SVM 0.04835 0.04960 0.05543 0.04753 0.04835 0.04429 0.00320
KNN 0.03751 0.04334 0.03626 0.03626 0.04002 0.03834 0.00302

Fig. 8   Accuracy values provided by the SQLi detectors with and without feature selection
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98.59%. Conversely, the ANN-based SQLi detector with feature selection has 
an average sensitivity of approximately 98.67%. Similarly, the average sensitivity 
of the SQLi detector proposed by DT, with and without BWOA, was 94.28% and 
95.71%, respectively. With feature selection, the average recommended sensitivity 
of the SQLi detector grew from 97.40 to 97.75%. Compared with detectors trained 
on the raw dataset, detectors trained with feature selection achieve higher average 
sensitivity.

4.2.4 � The suggested SQLi detector’s precision

Figure 10 displays the precision of different SQLi detectors constructed during five 
runs using various ML techniques. According to the results shown in Fig. 10, the 
suggested feature selection significantly improves the precision of the SQLi detec-
tors. Using the BWOA-filtered dataset, multiple machine learning algorithms were 
trained to generate an effective SQLi classifier. Figure 10 displays the box plot of 
the average precision of the SQLi detectors executed across five runs. According to 
the findings, the precision of the created SQLi detector for DT is around 92.76%, 
while the precision of BWOA + DT is approximately 96.64%. While the precision of 
BWOA + KNN is roughly 98.91%, that of the detector that was designed for KNN 
is approximately 98.50%. On average, the developed SQLi detector created by ML 
without the feature choice is about 94.03%, whereas the BWOA + ML has a preci-
sion of about 97.73%. Furthermore, the standard deviation of the precision of the 
suggested SQLi detector during different executions is considerably reduced. The 
lower the standard deviation, the higher the stability and success rate of the pro-
posed method compared to the existing methods.

Fig. 9   Sensitivity of the created SQLi detector with and without the feature selection
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4.2.5 � F1 value of the suggested SQLi detector

The F1 measure represents the harmonic mean of recall and precision for SQLi 
classifiers. Figure 11 shows the F1 value for the SQLi detectors generated by the 
BWOA + ML algorithms. The best results are achieved with ML algorithms that 
leverage unique features. The F1 values of the suggested SQLi detectors produced 
by BWOA + ANN and BWOA + KNN are 98.10% and 98.54%, respectively. The F1 
values for SQLi detectors based on BWOA + SVM are 98.02%, and the F1 value 
for SQLi detectors generated by SVM in the absence of feature choice is around 
92.62%. As shown in Fig. 11, the SQLi detector generated by BWOA + ML has an 
F1 score of 97.73%. The F1 score of the SQLi detector increases significantly with 
the proposed feature selection.

4.2.6 � Stability of the suggested SQLi detector

The impact of the suggested feature selection method on the functionality of the 
generated SQLi detectors, using various ML algorithms, is shown in Fig. 12. The 
results indicate the average performance (accuracy, sensitivity, precision, and F1) 
of the SQLi detectors generated by ML algorithms with and without the suggested 
BWOA. Without feature selection, the average accuracy across the five runs of the 
SQLi detectors (ANN, DT, SVM, and KNN) is approximately 95.75%. Before ML 
training, this percentage rose to 97.80% when the suggested feature selection was 
applied. A comparable enhancement was achieved for the criterion of sensitivity. 
Using ML methods without a feature picker, the average sensitivity across five runs 

Fig. 10   Precision of the produced SQLi detector with and without the feature choice
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of SQLi detectors was approximately 97.40%; the suggested selector raised this to 
97.75%. For the precision criterion, a similar improvement was obtained. Five runs 
of SQLi detectors with ML techniques, without feature selection, yield an average 
precision of about 94.03%. This percentage increased to 97.73% with the recom-
mended feature choice. Regarding the findings shown in Fig. 12, the built-in SQLi 
detectors exhibit superior accuracy, sensitivity, precision, and F1 scores. Overall, the 
suggested feature choice enhances the performance of SQLi detectors generated by 
ML algorithms.

The stability of the feature choice algorithm is the subject of one of the research 
questions. The variance and distribution of results from SQLi detectors made by sev-
eral ML algorithms are displayed in Fig. 12. The findings demonstrate considerable 
differences in the performance (accuracy, sensitivity, and precision) of SQLi detec-
tors generated by various ML methods. Nonetheless, thanks to the BWOA, the SQLi 

Fig. 11   F1 value of the produced SQLi detector with and without the feature choice

Fig. 12   Standard deviation among the average performance of the created SQLi detectors with and with-
out features selector during five executions
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detectors produced using different ML algorithms yield comparable results. The 
accuracy distribution of SQLi detectors created by ML and BWOA + ML is 2.74 and 
1.03, respectively. Indeed, the variation in the SQLi detector’s accuracy was reduced 
considerably. The variation among the sensitivity of the SQLi detectors generated by 
ML and BWOA + ML is 2.04 and 1.37, respectively. Thanks to the suggested feature 
selection method, the standard deviation among the precision of the SQLi detectors 
during different executions is reduced from 4.42 to 0.86. The findings show signifi-
cant dispersion in the results produced by SQLi detectors across different ML algo-
rithms without the use of a BWOA, whereas the red boxes in Fig. 12 demonstrate 
a considerable reduction in dispersion in the results obtained by the created SQLi 
detectors across different BWOA + MLs. Indeed, the stability of the results from the 
ML + BWOA-created SQLi detectors is indicated by their lower standard deviation. 
Overall, the suggested SQLi detection method is more stable and consequently more 
reliable than the existing method.

4.2.7 � The selected features by the BWOA

Table 7 displays the number of times the BWOA selected each feature in five runs. 
Figure 13 shows the selection probability of each feature by the suggested BWOA. 
Regarding the results, feature 4 is the most compelling SQLi detection feature 
selected by the BWOA. Indeed, the “number of constant values” in the SQL que-
ries is the most persuasive feature for SQLi detection. Feature 12 (number of paren-
theses in the SQL queries) is the second practical feature identified by the BWOA. 
The third effective feature is the query’s nesting level (second feature). Feature 6 is 

Table 7   Selection number of 
each feature by the BWOA for 
five executions using various 
ML algorithms

1 2 3 4 5 6 7 8 9 10 11 12

BWO + ANN 1 5 0 5 1 3 0 0 0 0 1 4
BWO + DT 4 0 2 5 0 3 1 0 0 1 0 1
BWO + SVM 0 4 1 5 0 3 0 1 2 0 1 4
BWO + KNN 3 2 0 5 1 2 0 0 1 0 0 3

Fig. 13   Selection probability of each feature by the BWOA in different ML algorithms
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another essential feature for detecting SQLi attacks. Feature 6 indicates the number 
of specific characters in the SQL query. The length of SQL queries (feature 1) is 
another effective feature for creating SQLi detectors. The number of union operators 
and the number of double quotations (“) in the SQL queries are the other essential 
features of the SQLi dataset used to train the ML algorithms. The BWOA selects 
an average of 4, 3.4, 4, and 4.2 features in ANN, DT, SVM, and KNN, respectively. 
From the dataset’s 12 features, the suggested BWOA selects, on average, 4 features. 
Furthermore, using only roughly 4 features, the suggested SQLi detectors, as illus-
trated in Fig. 13 and Table 7, offer noticeably improved accuracy, sensitivity, preci-
sion, and F1 scores.

Table  8 displays the feature set chosen by BWOA for each of the five runs of 
various ML algorithms. The suggested SQLi detector performs better when approxi-
mately 31% of the features are used. The SQLi classifier that results performs better 
when the ML algorithm is trained on a dataset with ideal features.

The time required to develop classifiers (training and testing) using various ML 
approaches is displayed in Fig. 14. The outcomes demonstrate that ANN needs more 
runtime than other techniques. KNN and DT have shorter average runtimes on the 
selective dataset.

The findings show that BWOA + ML improved the sensitivity, accuracy, F1, 
and precision of the SQLi detectors. The feature chosen by the suggested BWOA 
in various implementations is displayed in Table 8. By choosing 31% of the most 

Table 8   Characteristics that the BWOA selected for five executions of various ML algorithms

BWO + ANN BWO + DT BWO + SVM BWO + KNN

Run1 [2, 4, 6, 12] [1, 4, 10] [2, 4, 9, 12] [1, 4, 12]
Run2 [2, 4, 6, 12] [1, 4, 6] [3, 4, 6, 12] [2, 4–6]
Run3 [2, 4–6] [1, 3, 4, 12] [2, 4, 6, 11, 12] [1, 4, 12]
Run4 [1, 2, 4, 11, 12] [1, 4, 6] [2, 4, 6, 8] [2, 4, 6, 9]
Run5 [2, 4, 12] [3, 4, 6, 7] [2, 4, 9, 12] [1, 4, 12]

Fig. 14   Required time for training and testing of different ML algorithms to create the SQLi classifier in 
five executions
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advantageous attributes, the proposed method enhanced the SQLi detection system’s 
overall performance. The study found that the BWOA-based approach outperforms 
earlier attack-detection techniques in terms of accuracy, sensitivity, F1, and preci-
sion. Furthermore, since the necessary SQLi detector considers only 31% of the 
features, it runs faster than earlier techniques. Consequently, the suggested method 
drastically reduces the time needed to fold to identify SQL injection attacks. The 
accuracy, sensitivity, precision, and F1 values of the SQLi detectors produced by 
BWOA + ML exhibit lower standard deviations than those of alternative methods. 
According to the results shown in Figs. 4, 5, 6, and 7, the lower dispersion in accu-
racy, sensitivity, F1, and precision was attained when the training dataset was fil-
tered using BWOA. Indeed, the suggested SQLi detector provides reliable and stable 
results thanks to the BWOA.

Figure 15 illustrates the accuracy comparison of various SQLi detection meth-
ods across multiple machine learning algorithms. As shown in the figure, the 
BWOA + ANN model achieves the highest accuracy (98.70%), outperforming all 
baseline approaches, including Two-Class SVM (98.60%), KNN (98.50%), and 
ANN (97.66%). Traditional classifiers such as Random Forest, Naïve Bayes, DT, 
and SVM achieve noticeably lower accuracy, ranging from 92 to 94%. These results 
demonstrate that the proposed BWOA + ML-based SQLi detector provides a more 
reliable and robust detection performance than existing machine learning models. 
The integration of BWOA optimization significantly improves feature selection 
and model learning, resulting in superior classification accuracy for SQL injection 
attacks.

Figure 16 presents the sensitivity performance of different SQLi detection algo-
rithms and highlights how effectively each method identifies malicious SQL injec-
tion attempts. The results show that the proposed BWOA + ANN model achieves the 
highest sensitivity at 99.35%, demonstrating superior capability in detecting actual 
SQLi attacks compared to all other models. Two-Class SVM also performs strongly 
with 99.80%, followed closely by ANN, SVM, and KNN, all exceeding 98%. In con-
trast, traditional approaches such as Random Forest and Naïve Bayes exhibit signifi-
cantly lower sensitivity, with Random Forest dropping to just 57.70%. These find-
ings indicate that while several ML-based detectors perform reasonably well, the 

Fig. 15   Accuracy of different SQLi detection methods using different ML algorithms
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BWOA-optimized model provides the most consistent and reliable detection of SQL 
injection attacks, minimizing false negatives and offering a more robust security 
solution.

Figure 17 illustrates the F1 performance of various SQLi detection algorithms, 
combining both precision and sensitivity to provide a balanced measure of detection 
effectiveness. The results show that the proposed BWOA + ANN model achieves the 
highest F1 score at 98.71%, confirming its strong and consistent classification capa-
bility. This is closely followed by Two-Class SVM (98.60%) and KNN (98.40%), 
both of which demonstrate high performance. Traditional algorithms such as Ran-
dom Forest and Naïve Bayes produce noticeably lower F1 scores, dropping to 
66.00% and 87.20%, respectively, indicating weaker overall detection reliability. The 
ANN, DT, and SVM models perform reasonably well, with F1 values above 92%. 
Overall, the results confirm that BWOA-enhanced learning significantly improves 
the balance between precision and recall, making it the most effective SQLi detec-
tion method among the compared machine learning techniques.

As shown in Table 9, the ANN classifier performed very well with all four feature 
selection methods. The whale optimizer achieved the best results, giving the highest 
accuracy (98.70%) and sensitivity (99.35%). The Gray Wolf and Bedbug optimizers 

Fig. 16   Sensitivity of different SQLi detection methods using different ML algorithms

Fig. 17   F1 value of different SQLi detection methods using different ML algorithms
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also performed well, with accuracy and sensitivity close to the top. PSO showed the 
lowest scores among the four methods but still performed well overall. These results 
show that the choice of feature selector affects ANN performance, and the whale 
optimizer gives the most effective feature set in this comparison.

4.3 � Discussion

The results show that the proposed BWOA-based feature selection improves SQLi 
detection when combined with different ML algorithms. Figure 3 demonstrates that 
BWOA converges well and avoids local optima. Among the classifiers, BWOA + DT 
and BWOA + KNN achieved the lowest fitness values, indicating fewer errors and 
fewer selected features. The small variation in fitness values across runs shows 
that BWOA is stable and reliable. The accuracy of SQLi detectors increased with 
BWOA. The results obtained indicate that ANN’s accuracy improved to 98.70%, 
and DT’s to 97.40%. Across all ML methods, using BWOA reduced performance 
differences between runs. Sensitivity also improved with feature selection. For 
example, ANN’s sensitivity increased to 99.35%, and DT’s to 97.30%. This shows 
that BWOA effectively removes irrelevant or noisy features, reducing false negatives 
and enhancing the overall reliability of SQLi detection. The stability of the proposed 
method is apparent from the lower variance in performance metrics. Accuracy varia-
tion dropped from 2.74 to 1.03, and precision variation decreased from 4.42 to 0.86. 
This confirms that selecting the most essential features improves classifier perfor-
mance and consistency.

The obtained results are not due to overfitting but to the efficient feature reduc-
tion achieved by the Binary Whale Optimization Algorithm (BWOA). The proposed 
method eliminates redundant and irrelevant features, reducing the feature set to only 
31% of the original size. This reduction simplifies the model structure, reduces train-
ing time, and improves the detector’s generalization capability. Although the accu-
racy values are high, the improvement (0.10% in accuracy) over the best baseline 
(Two-Class SVM) is still meaningful, and 0.11% in F1-score, while using a much 
smaller feature subset. This demonstrates that the proposed method achieves com-
parable or superior detection capability while requiring significantly less computa-
tional effort. Moreover, because the suggested model effectively learns from a lim-
ited number of informative features, it is highly suitable for data-limited applications 
where large-scale training data are unavailable.

All the ML algorithms used in our study (namely ANN, SVM, KNN, and Deci-
sion Tree) have been implemented in the same programming language (MATLAB) 
and have been executed on the same hardware and software platform, ensuring 

Table 9   Predictive performance of the ANN classifier, along with different feature selectors

Whale optimizer PSO optimizer Gray Wolf 
optimizer

Bedbug optimizer

Accuracy 98.70% 97.40% 98.37% 98.50%
Sensitivity 99.35% 96.75 98.72% 98.99%
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consistency and fairness in the comparison. The BWOA was applied as a feature 
selector for all these ML classifiers under identical conditions, allowing a reli-
able evaluation of its effectiveness. Extending the comparison to include additional 
ensemble-based models would require implementation on the same platform and 
conducting a large number of additional experiments to maintain comparability. 
This represents a substantial increase in the scope of the experiment. Therefore, 
comparing the results of the suggested feature selector with those of other machine 
learning and deep learning algorithms is indeed valuable; we have proposed this as a 
future study. This approach will allow a rigorous and fair evaluation of the BWOA-
based feature selection in combination with a broader range of classifiers, including 
deep learning methods.

Finally, while this study focused on classical ML algorithms, evaluating the 
BWOA with ensemble or deep learning models is suggested for future work. This 
would require implementing these algorithms on the same platform and running 
more experiments to ensure a fair comparison. Although the baseline models already 
achieved relatively high predictive performance (around 95%), the integration of the 
Whale Optimization Algorithm (WOA) was not solely aimed at improving accuracy, 
precision, and sensitivity. The primary motivation was to enhance training efficiency 
and model scalability by identifying and removing ineffective or redundant features. 
The proposed BWOA-based feature selector significantly reduced the feature space 
(retaining only 31% of the most informative features) while improving detection 
accuracy. This reduction in feature dimensionality not only reduces training time 
but also improves the model’s generalizability to other datasets with limited samples 
or attributes. Therefore, WOA was essential in achieving a more efficient, compact, 
and robust SQLi detection framework, rather than simply boosting already high 
accuracy scores.

5 � Conclusion

This study presented a feature selection-based method for identifying SQLi attacks 
using the Binary Whale Optimization Algorithm (BWOA). The proposed approach 
aims to remove ineffective features from the SQLi dataset, improving both the effi-
ciency and performance of intrusion detection systems. Experimental results dem-
onstrate that the proposed SQLi detection (BWOA + ANN) method achieves high 
performance (98.88% accuracy, 99.35% sensitivity, and a 98.83% F1-score) while 
utilizing only 31% of the most significant features. Reducing the number of features 
not only enhances computational efficiency but also contributes to more stable and 
reliable ML-based SQLi detectors.

While the results are promising, the study has several limitations. First, the evalu-
ation was conducted using classical machine learning algorithms (ANN, DT, SVM, 
KNN) on a specific hardware and software platform. Extending the analysis to 
ensemble-based methods and deep learning models would require additional exper-
iments to ensure fair comparisons. Second, the current study focused on a single 
heuristic algorithm as a feature selection method. Exploring other metaheuristic or 
hybrid approaches may reveal further improvements. Finally, the experiments were 
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performed on a particular SQLi dataset; assessing the technique on larger or more 
diverse datasets would strengthen the generalizability of the findings.

Several directions for future research are suggested. Integrating chaotic maps or 
other advanced optimization strategies into BWOA could enhance feature selection 
efficiency [16]. Effective SQLi detection models can be created using a combination 
of machine learning and heuristics. Additionally, combining BWOA with ensem-
ble-based models may offer a balance between detection performance and computa-
tional cost. Overall, the study demonstrates the potential of combining heuristic fea-
ture selection with machine learning to develop robust, accurate, and efficient SQLi 
detection systems; the suggested feature selector can be extended for software fault 
prediction applications [20, 21].
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