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Abstract
The Internet of Vehicles (IoV), in which vehicles exchange safety–critical infor-
mation over open wireless channels, is characterized by large-scale, distributed 
operation, and stringent real-time constraints, requiring efficient and reliable com-
munication mechanisms. Recently, Suyel et al. proposed a blockchain-based mutual 
authentication and key agreement protocol for IoV environments (The Journal of 
Supercomputing, 2025, https://​doi.​org/​10.​1007/​s11227-​025-​07934-z), claiming 
resistance against various attacks under the Dolev–Yao adversarial model. In this 
paper, we revisit the security of this protocol and demonstrate that its V2V authen-
tication mechanism suffers from a fundamental design weakness. Specifically, the 
protocol verifies only the algebraic consistency of the received authentication tuple 
while accepting the verification key directly from the communication channel, with-
out establishing a trustworthy binding between the claimed vehicle identity and the 
corresponding public key. As a consequence, an adversary can construct mathemati-
cally valid authentication messages using its own key pair while impersonating a 
legitimate vehicle. Based on this observation, we present several practical attacks, 
including vehicle impersonation, rogue public-key substitution, and message-substi-
tution attacks. Furthermore, we show that the protocol relies on an auxiliary secure 
channel for final key confirmation, which contradicts the claimed Dolev–Yao threat 
model and weakens the overall security guarantees. To substantiate our findings, we 
provide a rigorous cryptanalytic evaluation combining algebraic validity analysis 
and BAN-logic reasoning. Our results reveal that the protocol fails to ensure reliable 
vehicle authentication and cannot securely attribute the established session key to 
the claimed peer identity. Consequently, the security claims of the target scheme do 
not hold under realistic adversarial conditions in IoV environments.
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1  Introduction

The Internet of Vehicles (IoV) has emerged as a crucial component of intelligent 
transportation systems, enabling vehicles to communicate with other vehicles, road-
side infrastructure, and cloud services to improve road safety, traffic efficiency, and 
the driving experience [1–3]. Due to the large volume of concurrent interactions 
and the need for low-latency responses, IoV systems operate under strict real-time 
constraints and increasingly depend on cloud-based high-performance comput-
ing (HPC) and scalable distributed processing to maintain efficiency and reliabil-
ity [4–6]. However, because IoV communication relies on open wireless channels, 
transmitted messages are inherently vulnerable to security threats such as replay, 
impersonation, and man-in-the-middle attacks [7, 8]. Therefore, designing secure 
and efficient authentication and key agreement protocols is essential to ensure the 
reliability and trustworthiness of IoV communication systems [9, 10].

To address these challenges, numerous authentication and key agreement proto-
cols have been proposed for vehicular networks. Several schemes employ elliptic-
curve cryptography (ECC) to achieve lightweight security for resource-constrained 
vehicular devices, while others integrate emerging technologies, such as blockchain, 
to enhance decentralization and trust management [11–13]. These approaches aim to 
provide mutual authentication, privacy preservation, and secure session-key estab-
lishment between communicating entities in IoV environments [14].

Very recently, Suyel et al. proposed an advanced blockchain-based mutual authen-
tication and key agreement protocol for IoV environments [15]. In their scheme, a 
consortium blockchain is used to maintain distributed trust among multiple authori-
ties, while roadside units (RSUs) and zone managers assist in authentication and 
validation procedures. The protocol combines ECC-based cryptographic operations 
with blockchain-assisted verification and claims to provide secure, efficient authen-
tication for large-scale vehicular networks. Furthermore, the authors argue that the 
scheme can withstand a variety of well-known attacks, including replay, man-in-the-
middle, and impersonation attacks.

However, upon careful examination of the authentication procedure, we observe 
several security weaknesses. In particular, the design of the authentication mecha-
nism allows an adversary to manipulate authentication parameters transmitted over 
the public communication channel. As a result, the scheme fails to provide the 
intended security guarantees under the Dolev–Yao adversarial model. Moreover, the 
protocol relies on an auxiliary secure channel for the final key-confirmation step, 
which contradicts the claimed threat model. In this paper, we demonstrate that the 
protocol cannot reliably achieve secure vehicle authentication and is vulnerable to 
several attacks, including vehicle impersonation and public-key substitution attacks.

1.1 � Contributions

The main contributions of this paper are summarized as follows:
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•	 We revisit the V2V authentication phase of the target protocol and identify a 
fundamental design weakness in its verification mechanism, namely the absence 
of a trusted binding between the claimed temporary identity and the submitted 
public key.

•	 We show that, under the Dolev–Yao adversarial model, the target protocol is vul-
nerable to active attacks, including vehicle impersonation, rogue public-key sub-
stitution, and message-substitution/man-in-the-middle feasibility attacks.

•	 We provide a rigorous algebraic analysis demonstrating that an adversary can 
construct mathematically valid authentication tuples under its own key pair 
while falsely claiming another vehicle’s identity, thereby satisfying the protocol 
verification equation without possessing the legitimate vehicle’s credentials.

•	 We further support the cryptanalytic findings through BAN-logic reasoning and 
show that the exchanged protocol messages do not provide sufficient evidence to 
establish the intended authentication and session-key beliefs.

•	 We demonstrate that the claimed security guarantees of the target protocol are 
not achieved under realistic adversarial conditions, and that its reliance on an 
auxiliary secure channel creates a mismatch between the protocol design and its 
claimed Dolev–Yao threat model.

1.2 � Paper organization

The remainder of this paper is organized as follows. Section 2 presents the system 
model and the notations used in the target protocol. Section 3 briefly reviews the 
authentication procedure of the target scheme. Section 4 describes the main secu-
rity weaknesses and demonstrates several attacks against the protocol. Section  5 
provides the informal and formal analyses, including algebraic validity analysis 
and BAN-logic reasoning and discusses the identified security weaknesses. Finally, 
Sect. 6 concludes the paper.

2 � System model

In this section, we present the network model and the notations used in the target 
protocol.

2.1 � Network model

Figure 1 illustrates the system model of the target protocol. The architecture con-
sists of four main entities: vehicles, RSUs, zone managers (ZMs), and trusted 
authorities (TAs) connected through a blockchain network. Vehicles communi-
cate with nearby vehicles and RSUs inside each zone. RSUs collect and forward 
local information, while each ZM supervises the RSUs within its corresponding 
zone. At the upper layer, multiple TAs participate in the blockchain network and 
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maintain the distributed ledger. This model is intended to support decentralized 
authentication and coordination in the IoV environment.

3 � Notations

Table 1 shows the notations used in the target protocol.

Blockchain
Network

TA
Cloud data center

RSU

Zone 1

Zone 2

Fig. 1   Network model

Table 1   Nantion used the paper

Notation Description

H(⋅) Hash function
SignV1 and TSV1 Signature and current timestamp of V1

TCV Temporary credential of V
TIDV1 and TIDV2 Temporary identity of V1 and V2

HPrev and HCurr Previous and current block hash
GIDRSU, GIDZM, and GIDV General identity of RSU, ZM, and V
(PRV, PUV) Private and public keys of the vehicle
PRRSU, PURSU) Private and public keys of RSU
PRZM, PUZM) Private and public key of ZM
RTSRSU, RTSZM, and RTSV Registration timestamp of RSU, ZM, and V
MRTN Merkle root of transactions in a block
MSKT Master secret key of the trusted authority
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4 � Review of Suyel et al.’s protocol

The target protocol uses elliptic-curve cryptography over. Eq(a, b) with base point 
G and a hash function H(⋅) . The trusted authority TAuth selects the master secret 
key MSKT ∈ Z∗

q
 and publishes the public parameters 

{
Eq(a, b), G, H(⋅)

}
 . Using 

these parameters, the scheme supports registration and authentication among 
vehicles, RSUs, zone managers, and trusted authorities. Figure 2 shows the main 
message flow of the target protocol.

5 � Cryptanalysis of the target protocol

In this section, we present the cryptanalysis of the target protocol. We first out-
line the problem statement and then demonstrate several attacks against the V2V 
authentication mechanism, including vehicle impersonation and rogue public-key 
substitution attacks.

5.1 � Problem statement

The protocol proposed by Suyel et  al. claims security under the Dolev–Yao 
model, in which an adversary is assumed to have full control over the commu-
nication channel, including the ability to intercept, modify, inject, and replay 
transmitted messages. However, a careful analysis of the protocol reveals an 
inconsistency between the claimed threat model and the protocol’s operational 
assumptions. In particular, during the V2V authentication phase, the protocol 
relies on a secure auxiliary channel to deliver the final key-confirmation message, 
while several critical authentication parameters such as PUV1

 , MV1
 , and SignV1

 
are accepted directly from the public communication channel. Consequently, the 
authentication process is not established in a fully self-contained manner over the 
public network. If the assumed secure auxiliary channel is unavailable, an active 
adversary operating under the Dolev–Yao model can manipulate the exchanged 
authentication parameters. This design weakness enables several attacks, includ-
ing vehicle impersonation, rogue public-key substitution, and message-substitu-
tion attacks. Therefore, the security guarantees claimed by the protocol cannot be 
reliably achieved in realistic vehicular communication environments where the 
existence of an external secure channel cannot generally be ensured.

5.2 � Vehicle impersonation attack

During the V2V authentication phase, the initiating vehicle V1 sends the authentica-
tion message 

{
TIDV1

, TSV1
, PUV1

, MV1
, SignV1

}
 . Upon receiving this message, the 

receiving vehicle V2 verifies the request by checking the following equation 
SignV1

⋅ G = MV1
+ H

(
TIDV1

‖‖‖TSV1

‖‖‖PUV1

)
⋅ PUV1

. This verification mechanism 
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Fig. 2   Suyel et al.’s scheme
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indicates that the acceptance of the authentication request depends entirely on the 
algebraic consistency of the received tuple. In particular, the verification procedure 
uses the public-key PUV1

 carried within the same message. It does not independently 
verify whether this key is the legitimately registered key associated with the claimed 
temporary identity TIDV1

 . Consequently, the receiver only checks whether the 
received values satisfy the elliptic-curve equation, rather than confirming that the 
key used in the equation actually belongs to the claimed vehicle. This property ena-
bles an adversary to construct a mathematically consistent authentication tuple 
under its own key pair while falsely claiming the identity of another vehicle.

Step 1: adversary key generation
The adversary A First, it generates its own key pair by selecting a random private 

scalar sA and computing the corresponding public-key PUVA
= sAG. The adversary 

then selects a fresh timestamp. TSVA
 and falsely claims the temporary identity TIDV1

 
of the target vehicle.

Step 2: Construction of the forged authentication tuple
Next, the adversary selects a random ephemeral scalar. mA and computes the 

elliptic-curve point MVA
= mAG. Using its private key sA , The adversary constructs 

the forged signature value SignVA
= mA + H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ sA. This signa-

ture follows the same algebraic structure required by the protocol verification 
equation.

Step 3: Transmission of the forged authentication request
The adversary sends the forged authentication request {

TIDV1
, TSVA

, PUVA
, MVA

, SignVA

}
 to the receiving vehicle V2.

Step 4: Signature verification at the receiver
Upon receiving the forged request, the vehicle V2 checks the freshness of the 

timestamp and verifies the signature equation using the received public-key PUVA
 . 

During verification, the left-hand side of the equation becomes SignVA
⋅ G , which 

equals 
(
mA + H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ sA

)
G . By the distributive property of sca-

lar multiplication over elliptic-curve points, this expression expands to 
mAG + H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ sAG. Since mAG = MVA

 and sAG = PUVA
 , the 

verification equation becomes SignVA
⋅ G = MVA

+ H
(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ PUVA

. 
Therefore, the verification equation holds exactly, even though the public key used 
in the verification process belongs to the adversary rather than to the legitimate 
vehicle associated with the claimed identity. TIDV1

 . As a result, the vehicle V2 
accepts the forged authentication tuple as valid.

Step 5: Session-key establishment
After successful verification, the vehicle V2 proceeds with the protocol execution 

and computes the session-key contribution using its own ephemeral secret together 
with the adversary-generated value MVA

 . It then sends the response message to the 
claimed initiator.

Step 6: Session-key derivation and successful impersonation
Because the adversary knows the scalar mA used to construct MVA

 It can 
derive the same session-key material from the response message sent by V2 . 
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Consequently, both the adversary and V2 compute an identical session key. Since 
the forged authentication request was generated under the claimed identity TIDV1

 , 
vehicle V2 concludes that the established session key is shared with the legitimate 
vehicle V1 . In reality, however, the session has been established with the adversary 
A . Therefore, the adversary successfully impersonates the legitimate vehicle and 
establishes a valid session with the responder under a false identity.

5.3 � Rogue public‑key attack

During the V2V authentication phase, the receiving vehicle �2 validates the incoming 
authentication request by checking the following equation 
SignV1

⋅ G = MV1
+ H

(
TIDV1

‖‖‖TSV1

‖‖‖PUV1

)
⋅ PUV1

, where the public-key PUV1
 is 

taken directly from the received message. This verification rule implies that the validity 
of the authentication request depends solely on the algebraic consistency of the transmit-
ted tuple. In particular, the verifier does not independently confirm whether the received 
public key corresponds to the legitimately registered key associated with the claimed 
temporary identity TIDV1

 . As a consequence, the protocol verifies only that the received 
values satisfy the elliptic-curve verification equation. Still, it does not guarantee that the 
key used in this equation actually belongs to the claimed vehicle identity. This property 
allows an adversary to substitute its own public key for the legitimate one while still sat-
isfying the verification equation, thereby enabling a rogue public-key attack.

Step 1: Adversary key generation
The adversary � first generates its own elliptic-curve key pair by selecting a ran-
dom private scalar �� and computing the corresponding public-key PUVA

= sAG. 
This key pair is fully controlled by the adversary.
Step 2: Identity claim and timestamp selection
Next, the adversary selects the temporary identity TIDV1

 of a target legitimate 
vehicle and generates a fresh timestamp TSVA

 . At this stage, the adversary pre-
pares to construct an authentication request that appears to originate from the 
legitimate vehicle.
Step 3: Construction of the rogue authentication tuple
The adversary selects a random ephemeral scalar �� and computes the elliptic-
curve point MVA

= mAG. Using its private key �� , the adversary constructs the 

forged signature SignVA
= mA + H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ sA. This signature fol-

lows the same algebraic structure required by the protocol verification equation.
Step 4: Transmission of the rogue authentication request
The adversary sends the forged authentication request {
TIDV1

, TSVA
, PUVA

, MVA
, SignVA

}
 to the receiving vehicle �2.

Step 5: Signature verification at the receiver
Upon receiving the forged message, the vehicle V2 verifies the freshness of the 
timestamp and checks the signature equation using the received public-key PUVA

.
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During verification, the left-hand side of the equation becomes ������
⋅� , which 

equals 
(
mA + H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ sA

)
G . By the distributive property of 

scalar multiplication over elliptic-curve points, this expression expands to 
��� +�

(
����1

‖‖‖����

‖‖‖����

)
⋅ ���. Since ��� = ���

 and ��� = ����
 , 

the equation becomes ������
⋅� = ���

+�
(
����1

‖‖‖����

‖‖‖����

)
⋅ ����

. 
Therefore, the verification equation holds exactly, even though the public key 
used in the verification process is controlled by the adversary. As a result, vehicle 
�2 accepts the forged authentication request as valid.
Step 6: Successful public-key substitution
After successful verification, the vehicle �2 proceeds with the protocol execu-
tion using the adversary-supplied public-key ����

 and ephemeral value ���
 . 

Because the verification mechanism confirms only the algebraic correctness of 
the received tuple, the verifier assumes that these values belong to the legitimate 
vehicle identified by ����1

.

Consequently, the adversary successfully substitutes its own public key for the 
claimed vehicle identity, and the verifier fails to detect that the submitted key does 
not belong to the genuinely registered vehicle.

5.4 � Message‑substitution/MITM feasibility attack

The target protocol assumes that an adversary can intercept, modify, inject, and 
replay messages over the public communication channel. However, during the 
V2V authentication phase, the exchanged public parameters are accepted directly 
from the communication medium without an explicit authenticated binding to the 
claimed temporary vehicle identity. In addition, the final key-confirmation message 
is assumed to be transmitted through a secure auxiliary channel.

This design introduces a structural weakness. If such a secure auxiliary chan-
nel is unavailable, the protocol cannot prevent an adversary from intercepting and 
substituting authentication messages. As a result, the adversary can manipulate the 
authentication exchange and create conditions that enable man-in-the-middle-style 
interference during session establishment.

Step 1: Initiation of V2V authentication
A legitimate vehicle V1 initiates the V2V authentication process by sending the 
authentication request 

{
TIDV1

, TSV1
, PUV1

, MV1
, SignV1

}
 to vehicle V2.

Step 2: Interception of the authentication message
The adversary A , who controls the public communication channel, intercepts this 
message before it reaches V2 . Consequently, the legitimate authentication request 
generated by V1 is prevented from being delivered to the intended recipient.
Step 3: Construction of the substituted authentication tuple
After intercepting the message, the adversary generates its own parameters in 
order to construct a substituted authentication request. Specifically, the adversary 
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selects a private scalar sA and computes the corresponding public-key 
PUVA

= sAG. Next, the adversary selects a random ephemeral scalar mA and 
computes MVA

= mAG. The adversary then constructs the signature value 

SignVA
= mA + H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ sA, using the claimed identity TIDV1

 , a 
fresh timestamp TSVA

 , and its own key pair. This construction follows the same 
algebraic structure required by the protocol verification equation.
Step 4: Delivery of the substituted authentication request
The adversary sends the substituted authentication request {
TIDV1

, TSVA
, PUVA

, MVA
, SignVA

}
 to vehicle V2 , thereby replacing the legiti-

mate authentication request originally sent by V1.
Step 5: Algebraic verification at the receiver
Upon receiving the substituted message, vehicle V2 verifies the freshness of the 
timestamp and checks the signature equation 
SignVA

⋅ G = MVA
+ H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ PUVA

. Substituting the forged 
value of SignVA

 into the verification equation gives (
mA + H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
sA

)
G. By the distributive property of scalar mul-

tiplication over elliptic-curve points, this expression expands to 
mAG + H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
sAG. Since mAG = MVA

 and sAG = PUVA
 , the 

equation becomes MVA
+ H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
PUVA

, which exactly matches 
the right-hand side of the verification equation. Therefore, the verification equa-
tion holds, and V2 accepts the substituted authentication request as valid.
Step 6: Continuation of the authentication exchange
After accepting the substituted request, vehicle V2 generates the response mes-
sage 

{
TIDV2

, TSV2
, PUV2

, MV2
, SignV2

}
 and sends it toward the claimed initia-

tor. Because the adversary controls the communication channel, it can intercept 
this response as well. Consequently, vehicle V2 continues the authentication pro-
cess under the false assumption that it is interacting with the legitimate vehicle 
V1 , while in reality the authentication context has already been substituted by the 
adversary.
Step 7: Feasibility of man-in-the-middle interference
The protocol assumes that the final key-confirmation message 

{
SKV1V2

,NTSV1

}
 

is transmitted through a secure auxiliary channel. However, if such a channel is 
unavailable, the adversary can intercept, relay, modify, or replace this message. 
In this case, the adversary gains full control over the authentication exchange and 
may relay or manipulate messages between the two vehicles. Therefore, the pro-
tocol exhibits man-in-the-middle feasibility, since the adversary can substitute 
authentication parameters and interfere with the session establishment process 
without being detected.
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6 � Informal analysis

In this section, we present the algebraic validity analysis and the formal analysis 
based on BAN logic and discuss the identified security weaknesses of the target 
protocol.

6.1 � Algebraic validity analysis

The attacks described in the previous subsections share a common structural prop-
erty related to the protocol’s verification mechanism. Specifically, during the V2V 
authentication phase, the receiver validates an authentication request by checking 
the elliptic-curve verification equation Sign ⋅ G = M + H(TID‖TS‖PU) ⋅ PU where 
the public-key PU is taken directly from the received message. Because the protocol 
does not independently verify that the received public key is authentically bound to 
the claimed temporary identity, the verification procedure guarantees only the alge-
braic consistency of the received authentication tuple. Consequently, an adversary 
may construct a mathematically valid authentication tuple under an arbitrary key 
pair while falsely claiming another vehicle identity.

6.1.1 � Lemma 1: Algebraic validity of forged authentication tuples

Lemma 1  Let an adversary choose an arbitrary private scalar sA and compute the 
corresponding public-key PUVA

= sAG. Let the adversary further select an ephem-
eral scalar mA and compute MVA

= mAG. If the adversary constructs the signature 

value SignVA
= mA + H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ sA, then the authentication tuple 

{
TIDV1

, TSVA
, PUVA

, MVA
, SignVA

}
 always satisfies the protocol verification equa-

tion used by the receiving vehicle V2.

Proof  During verification, the vehicle V2 checks whether 
SignVA

⋅ G = MVA
+ H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ PUVA

. Substituting the forged value 

of SignVA
 yields SignVA

⋅ G =

(
mA + H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ sA

)
G. Using the 

distributive property of scalar multiplication over elliptic-curve points, the expres-
sion expands to mAG + H

(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ sAG. Since mAG = MVA

 and 

sAG = PUVA
, The equation becomes MVA

+ H
(
TIDV1

‖‖‖TSVA

‖‖‖PUVA

)
⋅ PUVA

. There-
fore, the verification equation holds exactly even though the public key used in the 
verification process does not belong to the legitimate vehicle associated with the 
claimed identity TIDV1

.
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6.1.2 � Security implication

Lemma 1 demonstrates that the protocol verification rule guarantees only the alge-
braic correctness of the authentication tuple, but it does not ensure that the public 
key used in the verification equation is authentically bound to the claimed temporary 
vehicle identity.

Consequently, an adversary can construct a mathematically valid authentication 
tuple under its own key pair while claiming the identity of another vehicle. This 
fundamental weakness directly enables the vehicle impersonation, rogue public key, 
and message-substitution attacks described in the previous subsections.

Because the receiver accepts critical public parameters directly from an untrusted 
communication channel without establishing an authenticated identity–key binding, 
an active adversary under the Dolev–Yao adversarial model can manipulate authen-
tication parameters and interfere with session establishment undetected.

6.1.3 � Theorem 1: Failure of vehicle authentication

Theorem  1  Under the Dolev–Yao adversarial model, the target protocol fails to 
guarantee vehicle authentication. In particular, the protocol does not ensure that 
the receiving vehicle V2 can correctly conclude that the established session key is 
shared with the legitimate vehicle V1.

Proof  From Lemma 1, an adversary can construct a forged authentication tuple {
TIDV1

, TSVA
, PUVA

, MVA
, SignVA

}
 that satisfies the protocol verification equation 

while using an adversary-controlled key pair.

Because the protocol does not verify that the received public-key PUVA
 is authen-

tically bound to the claimed identity TIDV1
 , the receiving vehicle V2 accepts the 

forged authentication request as valid.
Consequently, V2 proceeds with the protocol execution and establishes a session 

context under the false assumption that it is interacting with the legitimate vehicle 
V1.

However, the authentication tuple was generated by the adversary using its own 
key pair. Therefore, the established authentication state does not correspond to the 
claimed identity, which violates the intended authentication goal.

Hence, the protocol cannot guarantee that the responder shares the established 
session with the genuine vehicle associated with the claimed identity.

6.1.4 � Resulting security consequence

Theorem 1 shows that the protocol fails to provide reliable vehicle authentication. 
As a result, an active adversary can impersonate legitimate vehicles, substitute 
public keys, or manipulate authentication messages without being detected. This 
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weakness directly enables the vehicle impersonation attack, the rogue public-key 
attack, and the message-substitution/MITM feasibility attack described in the previ-
ous subsections.

6.2 � BAN‑logic analysis

To further substantiate the cryptanalytic findings reported in Sect. 4, we analyse the 
V2V authentication phase using BAN logic. The purpose of this analysis is not to 
rediscover the attacks, but to determine whether the exchanged protocol messages 
are sufficient to establish the intended authentication and session-key beliefs. In par-
ticular, we examine whether V2 can legitimately believe that the initiator is the genu-
ine V1 , and whether the established session key can be logically attributed to the 
claimed peer identity.

In the target protocol, V1 sends the message 
{
TIDV1

, TSV1
, PUV1

, MV1
, SignV1

}
 

and V2 verifies the corresponding signature equation using the same received pub-
lic-key PUV1

 . The final key-confirmation message is further assumed to be transmit-
ted over a secure channel.

6.2.1 � Security goals

Let SK denote the session key intended to be established between V1 and V2 . The 
main authentication goals are defined as follows:

V2∣ ≡ V1 ↔SK V2 V2∣ ≡ V1∣ ≡
(
V1 ↔SK V2

)
 V1∣ ≡ V2 ↔SK V1 

V1∣ ≡ V2∣ ≡
(
V2 ↔SK V1

)
 These goals represent session-key agreement and mutual 

authentication between the two communicating vehicles.

6.2.2 � Idealized messages

The essential V2V message flow can be idealized as follows:
M1 ∶ V1 → V2 ∶

{
TIDV1

, TSV1
,PUV1

,MV1
, SignV1

}
 

M2 ∶ V2 → V1 ∶
{
TIDV2

, TSV2
,PUV2

,MV2
, SignV2

}
 

M3 ∶ V1 → V2 ∶
{
SKV1V2

,NTSV1

}
 . The critical point is that message M1 carries both 

the claimed temporary identity TIDV1
 and the verification key PUV1

 over the same 
untrusted communication channel. The acceptance decision at V2 is therefore based 
on the internal algebraic consistency of the received tuple rather than on a trusted 
identity-to-key binding established through an authenticated source.

6.2.3 � Initial assumptions

The BAN analysis adopts the following standard assumptions:
V2∣ ≡ #

(
TSV1

)
 V1∣ ≡ #

(
TSV2

)
 V2∣ ≡ V1 ⇒

(
V1 ↔SK V2

)
 V1∣ ≡ V2 ⇒

(
V2 ↔SK V1

)
 . 

However, successful authentication additionally requires a trustworthy belief that 
the claimed temporary identity TIDV1

 is authentically associated with the verifica-
tion key PUV1

 . This binding is precisely the assumption undermined by the attacks 
presented in Sect. 4.
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6.2.4 � Belief analysis

After receiving the message M1 , vehicle V2 verifies the freshness of the timestamp 
and checks the signature equation using the received public-key PUV1

 . Under this 
verification rule, the strongest belief that V2 can derive is only that the sender knows 
the private key corresponding to the supplied public key.

This belief is strictly weaker than concluding that the sender is the legitimate 
vehicle represented by the identity V1 . In particular, BAN reasoning cannot soundly 
derive a message-origin belief of the form V2∣ ≡ V1∣ ∼ X because the protocol does 
not independently establish a trusted association between the claimed identity and 
the verification key. In the presented V2V verification process, the public key is 
accepted directly from the communication channel without authenticated validation.

The freshness of TSV1
 does not resolve this issue, since freshness indicates only 

recency and not legitimate origin. A freshly generated message constructed under 
a substituted public key may still satisfy the timestamp condition while remaining 
logically unrelated to the genuine V1.

6.2.5 � Failure of authentication goals

Because the origin of the initiating message cannot be soundly attributed to the legit-
imate vehicle V1 , vehicle V2 cannot justifiably conclude that the established session 
key is shared specifically with V1 . Hence, the authentication goal V2∣ ≡ V1 ↔SK V2 
is not formally guaranteed.

For the same reason, the stronger goal V2∣ ≡ V1∣ ≡
(
V1 ↔SK V2

)
 also fails, since 

second-order belief requires an already valid first-order authentication belief. The 
same reasoning applies symmetrically to V1 , and therefore the corresponding initia-
tor-side goals are likewise unsupported.

6.2.6 � Dependence on the secure‑channel assumption

The logical weakness becomes more evident in the final confirmation step, where 
the protocol assumes that the message 

{
SKV1V2

,NTSV1

}
 is transmitted through a 

secure auxiliary channel. This assumption implies that the final confidence in the 
established session is not derived solely from the public-network message flow, but 
instead depends on an external trust mechanism.

Once this auxiliary secure-channel assumption is removed, the protocol no longer 
provides a self-contained logical basis for authentication and key confirmation under 
the claimed Dolev–Yao adversarial model.

6.2.7 � BAN analysis

The BAN analysis supports the practical cryptanalysis presented earlier. Although 
the protocol verifies the algebraic consistency of the submitted authentication tuple, 
it does not formally establish that the received public key is authentically bound to 
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the claimed temporary vehicle identity in the presence of an active adversary. Con-
sequently, the responder cannot soundly conclude that it shares the established ses-
sion key with the legitimate vehicle V1 . Therefore, the protocol fails to guarantee 
mutual authentication and reliable session-key belief under BAN-logic reasoning. 
Finally, it is worth noting that BAN logic does not explicitly model public-key sub-
stitution attacks. Nevertheless, the analysis demonstrates that the protocol messages 
themselves do not provide sufficient evidence to establish the intended authentica-
tion beliefs, which explains the vulnerabilities demonstrated in Sect. 4.

6.3 � Discusses the identified security weaknesses

The cryptanalytic results presented in the previous sections indicate that the target 
protocol’s security weaknesses stem from a fundamental flaw in its authentication 
design. In the V2V authentication phase, the verification mechanism validates only 
the algebraic correctness of the received authentication tuple while accepting the 
public key directly from the communication channel. Consequently, the protocol 
does not ensure a trusted binding between the claimed temporary vehicle identity 
and the corresponding public key. Because of this missing identity–key association, 
an adversary can construct mathematically valid authentication tuples using its own 
key pair while falsely claiming the identity of another vehicle. As demonstrated in 
the preceding analysis, this design weakness enables several attacks, including vehi-
cle impersonation, rogue public-key substitution, and message substitution.

In addition, the protocol assumes the availability of a secure auxiliary channel for 
the final key-confirmation step. This assumption contradicts the Dolev–Yao threat 
model under which the protocol claims security, where all communications are con-
sidered insecure. Overall, these weaknesses indicate that the protocol cannot guar-
antee reliable vehicle authentication in adversarial environments. Consequently, the 
security claims of the target scheme are not fully supported under realistic IoV com-
munication conditions.

7 � Conclusion

In this paper, we revisited the security of the blockchain-based mutual authentica-
tion protocol for the IoV proposed by Suyel et al. Our analysis reveals a funda-
mental design weakness in the V2V authentication phase, in which the verifica-
tion mechanism accepts the public key directly from the communication channel 
without establishing a trusted binding between the claimed vehicle identity and 
the corresponding public key. Due to this weakness, an adversary can construct 
algebraically valid authentication messages using its own key pair while imper-
sonating a legitimate vehicle. Based on this observation, we demonstrated that the 
protocol is vulnerable to several attacks, including vehicle impersonation, rogue 
public-key substitution, and message-substitution attacks. In addition, the proto-
col relies on a secure auxiliary channel for the final key-confirmation step, which 
contradicts the claimed Dolev–Yao threat model. Overall, the presented analysis 
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shows that the protocol cannot guarantee reliable vehicle authentication in adver-
sarial environments. Therefore, its claimed security properties do not hold under 
realistic IoV communication conditions. In future work, we plan to develop an 
improved and secure version of the proposed approach.
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